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Introduction,- -A paper covering the genesis, history, 
and operations oTTEe German Foreign Office Cryptanalytic Section 
can claim neither completeness nor absolute accuracy* The 
reasons f or thi^a deficiency are attributahle to the paucity of 
data available as a basis for the paper o 

In the first place, the existence of the Foreign Office 
Cryptanalytic Section (Pers Z S) while suspected, had never 
been definitely established \mtil the Seetioa vras captured in 
April 19^5 There waa consequently little or no background 
information to assist the interrogators « - Secondly^ the ex- 
ploitation of this specific target was the first najor exploita- 
tion undertaken by Tii^^o As such, it suffered from the general 
lack of experience found in new undertakings □ 

The interrogations, it is felt, were not extensive enough* 
So large was the field covered by the Pers Z S cryptanalytic 
effort over fifty countries during a period of twenty-five 
years that few interrogators were available who were com- 
petent to meet the German cryptane^lysts on their own gromido 
Most of the interrogators and target officers were men who had 
not enjoyed any extensive experience on diploxsjatlc systems j 
their work for some years had dealt with military problems o 
Paced with the necessity of conducting complete interrogations 
on subjects with which they were unfamiliar or on which^ for 
security reasons, they could not openly appear to be well- 
informed, there were inevitably areas which were not completely 
covered • The interrogations, therefore, cover little more than, 
those highlights which the Germans most readily recalled. . Crypt- 
analysis was emphasized, while in^telligence was almost completely 
neglected « 



*3 



In 



May 19^5 j» the TICOM principle of requiring prisoners 
to do extensive "hpmevos^k^" that is, write papers, as detailed 
as possible and in their own words, was not fully developed. 

a most signif icant docu 

vas is&>ued vith an 



The only Pers Z S report of this type, 
ment from the cryptographic point of view, 

apology for its preparat,ion.* 

There are equally serious deficiencies in the Pers Z S 

hy TICOM. Little of the material 



had 



captured "by 
t of the documents 



1942 . The 



currency; most or tne 
recoa*ds of the Turkish group €Uid the records of the Ma the 
Cryptanalytical Subsection were alleged to have been and most 
probably had been complotely destroyed prior to capture. 

The account which follows, therefore, cannot pretend to be 

its 



a complete statement as 
analytic effort, or its 



to the Pers Z S organization, its c 
achievements. It is based entirely 



ypt- 



upon TICOM sources, and must therefore 

pilatlon of highlights, and a 
suffijeat facts and conclusions but do not document the 



listing 




lan Porei 



Office 



:ani2ation for 



C ommunicatlons^, an d Sec ur 

ermj 



— For 



the 



tanal ysis ^ 
cryptanaiytlc 



lany years 

oreign Office were concentrated in the 



"Special" (Cryptanaiytlc) Section, Z Branch, Personnel Bureau 
(Personal Z Sonderdienst, cir Sonder'ienst des R6ferats Z in der 
Personalabteilung des Auswaertlgon Amtes)* The section was 
generally called Pers Z S, 

titl©o 



> 



an abbreviation of its short German 
It engaged in cryptanalysis of foreign diplomatic codes 
and ciphers. It did not work on military problems. ^ 



work 

Z Branch, referred to hereinafter as Pers Z, was headed 
by Minister (Gesandter) Selchow. Z Branch was latterly org€uaized 
into four sections, one of which was the foregoing "Sjpecial" 
(or Cryptanaiytlc) Section ( Sender dienst> or Pers Z S ) . The 
Cryptographic Section (Chlffrierabteilung, or Chiffrierdienst, 
abbreviated Pers Z Chi), headed by Senior Specialist (Oberregie* 
rungsrat) Herat Hauthal, was engaged in the compilation and 
distribution of the codes and ciphers used by the Foreign Office. 
The Communications Section (Referat fuer Funkwasen, or Funk- 
referat, ajbbrevlated as Pers Z F), headed by Senior Specialist 
(Oberregierungsrat) Ernst Hoffmann, handled the Foreign Office 
communications systems, including teletype circuits, telephone 
switchboards and radio links. The Administrative Section 

Generalref ©rat, abbreviated Pers Z Gen), headed by Senior 
Specialist (Oberregierungsrat) Dr. Roy, handled personnel and 
administrative problems for the whole of Z Branch. 

^Se© I 89, Dr. RokPbacli''3 "Report on the American Strip Cipher" 




2 



5 



TICOtt X 22 para 3 

p 14 



2 



5, Hlatory a nd Strengths The Foreign Office 

code and cipher work had origlnaiiy been done In Bureau I 
(Abtellung l)s the normal administrative bureau in a German 
governmental department. Its name at that time vas probably 
the "Pollticai Intelligence Bureau As its cryptanalytic and 
cryptographic work expasided, it changed its name, taking the 
cover afforded by ^*Persoanel Bureau,,"^ Another source stated 
that the section was formerly kno^n as the Cipher Section 

(Chiffrierabteliung);> later concealed under the lengthy cover- 
name listed in Paragraph 2 above^^ As late as 1925 the crypto- 
graphic activities and the cryptanalytic activities were unified 
under one head.^ 

It is not known when the Foreign Office started itis^ crypt- 
analytic endeavors after the first World War* It is known that 
Zastrow, the Pars Z S expert on American systems, had seniority 

in the organisjation dating from December Ist^ 1918. In aziy 
eventj an uncarjtloned personnel list> dated May 19l9i» listed 
the ixames of men and 11 women. 7 \/iiiie the significance of 
the list is imknown^ it does include tl^e hame.^^ of such well 
known personalities as Kasper^, Kunze, Schauffler^ Scherschmldt 
and Zas trow, all of whom were Pers Z 3 cryptanalysts in 19^5. 
It is probably safe to assume that Foreign Office cryptanalytic 
efforts were r^ell advanced before the conclusion of the peace 
treaty.; j 

Mo docunsentary evidence is available on the strength of the 
organization during the period 1920-1937 • In 19^5 Paschke and 
Schauffler stated that, beginning with 20-50 people in 19l6> 
the organization grew to a strength of approximately 50 in 1930, 

This statement tends to support the view that the May 1919 list 
of 63 persons included more than cryptanalytic personnel p and 
was probably a list of Foreign Office cryptographic, CMimunlca- 

tlons and cryptanalytic personnel . ^ 

■ . " . . . ' ■ " . ■ ■ 

I I. p 14 • A sentence in Document Reports of the A Group, 

Page 52, gives a clue as to the section •s former names "The 
solution. ♦(was) * achieved in the E Section of the Political 
"Intelligence Bureau of the Foreign Off ice (E(entziff erungs??) 
abtellung der Pol it ischen I^achrich tens telle des Auswaertlgen 

Amtes. : 

^I 22 para 3, Statement from Sr. Rohrbach, Since Dr. Rohrt^ch 
did not join Pers Z S until after the outbreak of war, the 
statement should be taken with reserve. 

^DP 17 T5273 P 3 

7dP 17 T5275 
22 para 125 

+ 

3 
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4 



1939 » — Captured documents show that the 

luding the four sections listed 

above in Par 1) came to 77 persons on Kovember 1, 1937* and to 

Unf ortimately these lists did not 



Expansion^ 1931 

vhole strength of Pers Z 





At least 20 persons were 

security and 




72 persona on July 1, 1938 
give a detailed sectional breakdown 

engaged in cryptographic work (compilation^ security ana message 
center), and it seems safe to deduce that the Cryptanalytic 
Section (Sonderdienst, or Pers Z 3) did not dispose of a number 
greater ttian the estimate given above for the year 1930° Indeed, 

it could be assumed that the I930 estimate of. 50 persons vas 

excessive., Data for the year 1939, tend to confirm this impression^ 
Paschke and Kunze estimated the 1939 P^^^s Z S strength at 80-100 
people. •'-^ A captured document gives a detailed breakdown of 
Pers Z S personnel as of December 1^ 1939^ shoving a total strength 
of 92 persons Other documents shov; that 45 new appointments 
were made between September 1^ 1939 and an unspecified date in 
November 1939 Of these;, 22 were regular appointments (Etats- 
stellen) and 23 were newly requested war service appointments 
(rieuaufgeforderte Kriegsstellen) « If the strength on December 1,1939 
were 92^ and if ^5 persons had been hired since September 1^ 1939^ 
then it seems reasonable to estimate the Pers Z S strength prior 
to the war as something less than 50 persons o 

The available documents for the period 1937-1939 give the 
impression that all of Z Branch might have suffered from personnel 
shortages and Inertia on the part of higher administrative author- 
ities. The job descriptions (Begruendungen) accompanying the 
1938 recommendations for promotion show that Dr» Kunze had been 
a specialist (Regierimgsrat ) since 1923^ and that Paschke and 
Scherschmidt had held the same grade since 1927- Attention was 
drawn to the fact that; 

F 

r hi ■ J ■ 

- "Positions with comparable activities and responsi- 
bilities in other ministries are given the grade of 
Prin.cipal Specialist (Ministerlalrat) or Senior Specialist 
(Oberregierungsrat) • This in spite of the fact that the 

personnel concerned, are^ usually yoionger and have had less 
time in grade •"-^ 3 



r 

^ TF 24, Pers z/ll47, and 1938 personnel list 

10 1-22, para 125 

11 rpp 24^' pgpa 2 s Organisation as of Decemtser 1, 1939 



12 fpp 24, Peraonne 

13 TF-24, 1938 Begruendungen 



in gov 

drawn 



dated November 1939 

Such complaints are apt to ije 
ganlzation. No valid conclusions 

other ministries 
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The Cryptographic Section (Pers Z Chi) complained, in the 
same year that it could no longer f met ion efficiently without 

Ten of its thirteen cryptographers were 



\ 



additional personnel, 
ov^r fifty years of age, six of them over sixty 



Night work 



represented too much of a strain for men of this age, 

IF 

" I k 

"Due to the overloading of the Cryptographic Section^ 



.es sages cannot be enciphered and checked with 
necessary care* This regrettable state of affairs 
most noticeable during May 1938, and September 1938;^ 

when the political atmosphere was at, its tensest < 



outgoing 
the 
was 



As of December 1, 1939, then, the Cryptanalytic Section 
(Pers Z S) had a strength of 92 persons. It was organized ai 
follows; . 



LOCATION* 



UIOT 



ISTREKGTH I TOTAL i 



Lulsenstiftj ■under 
Dr. Schaufflei'' 




Jaegers trasse 
III, under 
Dr. Kunze 



12 



Sohauf f ler ^ a Grot^p (Gruppe) 
Paschke^s Group 
Scher Schmidt ^3 Group 
Brandes ^ Group 
Zastroy*s Group 
Earstien^'s Group 
Kasper ^s Group 
Hagen^s Group 
Records Group (Archiv) 
Clerical Personnel 



Special Group (Stos2trupp) 

[Mathematical cryptanalysis ] 



8 


F 


13 




10 




11 




9 




5 




4 








4 




3 


72 


20 


/ 

20 




e exact location of Pers Z S prlor'To 




939 is unknown • In 

1938 parts of the organization were housed at Wilhelmstrasse 

In February 1939* unidentified elements were housed in 
the Koenigin Luise Stiftung'^ Berlin-Dahlemj Podbielski Allee 
780 This location was called the "Luisenstifto" Nothing is 
known as ^to.the dates for occupation or evacuation of the 

<iuarters iii Jaegers trasse 12 III. ^ 



5* Further Wartime Expan 

available to cover the Z Branc' 



No detailed figures are 



e:x:'Dans 



k 

14 fpp 24, supplpneat to Pers z/l400 of Nov 2, I938 

15 TP 24, Personnel Lls't dated October 1, 1940 
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V 





3y OctolJ®?!? ^ , 13^Q, 




■3 tat'^-,. .to. ■.ac.supsr^ q^a3Pte3?s.. via tife©©. buildings , isiplyiiagj a. Il'uptii©*' 

■f h^' :ias t a'^^^ ag to total 'peJc^sdmel/ a^Q?'';<^ 













*r<r, 







Z-'-.-S,- : 3tlll.. ^cona ideated- ■■th0lr persosmel' iiiadequate . ti^ 

. ems/. On lp^ai2Jl>e?.-26^ IS^O- lS-CftaufflerT^vif:" 

sig4atu^ submitted, a -list^.of . cs^yptanalytlc 

' ' s^v^nteen coubts*i.0Sj, ail: of ■.^rJiicii .©itaeli^. 
,^g3i,0ct3d '■ or IsiBiifl^lciaDtly, exploited . due , to 










psrs 

f He r additional pes? sonnel to tlje ■ n\m^;3^-l^ 

■6^|-^48-t^ the^' would be aaaigaedv^ 

^ " I5r .:;.Kuii2;a additlpnal em^o^p^$^ 2Q-'^^ • 

;.lje ; -emp^ .d^€^^^^ British ;.pro^.esisy-..att^ 
??eque^ ted ■ :aa of ■17> / IJotMi^ i:©^ fe^O!^- 

iefeta3?¥''scfuree^^^^^^ op- not ■ tfe©s.e ■reqyea.ts; 




4 *. 



j 



V 



■# ■ 







and 



**3ome |*ooms*' 




fie; 



+1 



P:e?'3pmiei..iji©t dated October 1. 

ipgs^aphic ...Museuaa 

" quarters ■•■ V la -.Use '.as ■ late -as January S 



the Luiseastif tj 
(Museum f uer Voelkerkun^ at PrJj^ 






^ramAa)?y 

:ialmost 






Letters liating^trei^th and requirements.. Qnep^ 

is headed V^geratrasae 12 III" arid a 
oert'ei'lnly Kunse),^.. ' 'The ^oth^sV^ ■ head^^ 

"' is dated Jsxiuary 14 





and sighed by S^ihaw 



Mq^ , ■ 26 





'I 



TF 2 ^ . 








f^a /-letters^ Per© 2/5705^ dated., Fo^^nbe^:* 12^ 

'"■•^ihe ^fer.gomel. Bureau of the ' Foreiga. Off.ice.i> dated ■ - 
IV^Sp' .ire-ir.eallng,-,. In .-.the first -letter/ Minis tejp 

|^e3axidt0r|^^^ of i?erB requested the immediate ; 

■■alldcatioh :-^qf ; 1 iaabor "Service ' .Girls A2*beitsmiden);r due" 'tO- ■■the: ^ 
^'speciai;.:hBate incl'd^ execiition of -the Porei^' Miiii^ster.^^$ 

new reqiies:t;...;t*Veg^^ <ier • besoMeren Sile: der" .Durchf uehz^ungi-der^^'^ 
Herrn .EeichsMihlster gestellten ., neue^i.^ Anf brderu^ In thiP^ ...sJ,ecbnd 

iett©r> ' f ra^cipal ■ Specte3.is-t^^^ 

9pec i^ioall .th^ .Per.s" ..^ : request t - for 313 ■ regular -emD a ovees 
s tated'"thaii-'S^ :■, 






E0/;Olted^ -.the' critlaai estate the 



budgetars^ allocattoiis 'had- been; eschausted 



and' 





^ke'tj, 

that; the request: on -.the 'greuhi^ 
that' it''^a^- ■esisentiaXytb-^ e^f^ioi^i^^^^t^ 



'1 



6 



When the Sectlop. was captured In April 19^5^^ its leaders 
stated that the peak iii personnel was reached in 19^5, when l80 
200 persons were employed o^O Another employee "thought" the 
total personnel was about 120.21 
statements J it 
org€Lnization, 



Regardless of conflicting 
seems clear that Pers Z S never became a large 
and that Its personnel never exceeded two hundred 



in number. 




6 • Organis ational and Geographical Chang 
tajor changes were made in the organization unt 
At that time, Berlin was partially evacuated on account of the 




19^3"19^5 o"-MQ 
December 19^3 




-Dahle 



I 



» * 



Frankfurt a/d Oder 



PEK3 .Z S LOCATIONS -December, 194>/Maroh,19 

Scaa^: 1/1,500,000 



Kottbus 



Former 
foland 




i - 



' . f *■ 



Goerlitz 



Llegnltz 



Bre^^au 



Dresden 



7 



/ 



Hirschberg 



— 



Former 

F 

Czechoslovakia 



Hermsdorf 



20 
21 



I 22^ para 
I 22, para 
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RAP bombings, and Pers z S was split into one large group and 
two smaller groups. Dr. Schauffler and Dr. Pas chke. remained in 
Berlin-Dablem, at Im Dol 2-6,5* with the jna in -party ^5ta^ 
abteilung) a This party toay have been reinforced by parts 

of .7; . .Signal Intelligence Agency^ Supreme Comnmnd of the ■ 
Armed Forces (OKl//Chi)" which had been bombed out at the same 
time," A part of Dr. Pai^chke^s Subsection, under the leader- 
ship of Specialist (Regierungsrat ) DPc Karstien, went to 
Hirschberg* in the Rieseixgobirge • . The Mathematical-Cryptanalytio 



PERS Z S LOCATIOI^S- April. 19^ 

: Scale: 1/1,500,000 



> ■ 



Berlin-Dahle 



Magdeburg | 




V 



V 



1 



Mulde 



■v 



River 



^ <;3chepplin 



0 



S- 



Halle --Kie t^eben 



0 



Leipzi^^ 



Burgs Che idungen 



0 



Muehlhausen 



\ 




1-96, P 5o There Is some evidence that there was an 

toification of certain Pers Z S -Signal Intelligence 
the Supreme Command of the Armed Forces (OKW/Chl) 



after November 19^3. For detailed discussion. 



subsections 
Chapter 4. 




8 



1 - 
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n ■ 

Subsection under Dr. 



together with the I>B 

The three 



M 



lachlnery. 



was evacuated to Rermsdorf in Silesia o The three parties 

attempted to work as one^ with a daily courier service linking 
all three locations 0^3 

r ' 

In February and March 19^5;^ as the Russian advances became 
ore threatening, the Hirschberg and Hermsdorf locations were 
evacuated* The Karstien group moved directly from Hirschberg 
to Burgs cheidungen in the Unstrut area^ They were joined there 
in April by Dr. Schauffler and some of the former BerXin-Dahlei 
group/ Dr, Kunae^s MathemticalrCryptanalytic Subsection was 
split upji -elements proceeding from Hermsdorf to Muehlhausen, and 
the majority^ including the leaders^ to Zschfepplino Dr. Paschke 
brought most of his subsection from Berlin to Zschepplin* An 
unidentified Pers Z S group went from^Berlin to the Army -Air 



Force Signal^School at Halle-Nletleben^p later proceeding to 
Zscheppllno No intercept traffic was received after Iterch 
Some cryptanalytie work was co.utinued on back material until 
Burgscheidungen-Zschepplln areas were overrun in April 19^5'- 



19^5 . 
the 



■ ^ 

7o Important Personnel .--This paragraph consists of a com- 
pilation oT'""3aW"on"^¥ome'^^ Pers Z and Pers Z S personalities 



a 



Z Branch (Pers Z) Personalities 




^ ^ mm' 

■ ■ Jl) Minis ter (Ge sandter I K lo 
chief of Z Branch* "T'ittTe' is known o 



S el c ho W o Selchow was 
s background c Mention 
was made of the fact that he had engaged in similar work dxirlng 
World War 1 0^5 a personnel list^ without a caption, dated 

May 1919 j> lists his name along with 62 others, presumptively in 

Foreign Office cryptographic or cryptanalytie activity. 2o The 
date of his appointment as head of Z Branch (Referat Z) is un- 
known. One source states that he had been head of the Branch 
since 1919;27 Re is listed as a Principal Foreign Office 
Specialist (Vortragender Legationsrat) on November 1, 1937o^^ 
He held the rank of Minister (Gesandte) in 1945a A document 
'dated 1941 contains recommendations for the promotion of Senior 

Specialists (Oberregierungaraete) Paschke^ Schauffler and 



, h 



23 

24 



See Chart 
I 1, P 7 



and 1-22, p 23 



^5 I para 44 



26 
27 



DF 17.-, .T3273 

I 1, P 17 



28 ,pp 24, Personnel List of Kovember 1 1937 




9 



'J 
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Langlot^s to Principal Foreign Office Specialists (Vortragend© 
Legatlonaraete) it might be dedaoed from this document thai 

Selchov had been appointed Minister in 19^0 or 19^1. - 

But little more Is kn.own as to his ability. Statements 

from personnel in other cryptanalytic agencies imply that he was 
jealous and secretive about Z Branch (Heferat Z) activities . His 
Pers Z S subordinates characterlaed him as "a competent adminis- 
trator who knew little about cryptanaly sis and was content to 

leave the specialists to run their affairs as it seemed best to 
themo"30. 

Last reported in Salsburg in I46.rch 19^5^ be was not appre- 
hended by fiSQu * 



was 



(2) 

head 



oT 



S enior Spec ialist (Ob err egl erungs ra t 
Ihe AdminXstrative 



Section (?^^ 



Roj o Dr « Roy 
Tn 2 Branch. 



He is reported to have been with Z Branch since the early 1920*3 
Taken prisoner at Muehlhausen in April 1945^ he was released as 
being of little importance to target teams and interrogators. 



d ■ b - 

(3) Senio r Spec ial ist ( Qberregierungsrat ) Sfns t ggf fmann 
Hoffmann had. senior fly in Z Branch going back to 1919*31 a 
Specialist (Regierungsrat ) in July 1937^ be was promoted to his 
last grade in 1940 o32 prom 194o he was head of the Communica- 
tions Section (Referat fuer^Punkwesen) in Z Branchj a section 
newly created at 
of the section. 



that timeo33 nothing is known as to the fate 



0 b err e g i er ungs^pa t J 

£Ee 



Horst Hauthal 



Senior Specialist ^ 

Hauthal was latterly heacT^oT^nie Cryf)tograpEi^ Section (Pers Z 

Chi) in Z Branch. His section remained in Berlin^ and nothing 

is known as to its fateo A young man (born March 9^, 1913), his 
rise in Z Branch was little short oi 



the progress of hip older colleagues □ 
mathematician and cryptographer in January 1940^ 



eteoric when compared with 
Joinlns Z Branch as a 



his promotion 



29 

30 

31 
32 



m f -m — — 

TF 24^ Anlage 1, Pers Z 5617A1 
I 1. P 17 

DP 17 T3273 

TP 24p Anlage 1 to Pei?3 Z 5617AI 



3- TP Pers Z 647Ao refers to Hoffmann as head of the "newly 
crea1;ed subjection for radio cominunications problems ("Leiter 

des neuges chaff enen Referats fuer Funkwesen"). Job descriptions 
and personnel specifications show that Pers Z F disposed of 
telephone, teletype and messenger* services^ as well as radioo 





10 
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to Senior Specialist (O'berpegierungsrat) ¥as achieved in les 
than five years, 3^ 



b 



Pers Z S Personalities 



■ * I - 

(1) Linguistic-Gryptanalytic Subsection 



(a) Senior Specialigt ( Oberregl erun^srat ) 

Althotigh Schauffler was^ head of Pers ^z' S^TTT-S 

this title was more tiian nominal in 



Rudolf Schaxx f f ler . 

ether 




documents 



c 

9^^5'- The Pers Z S members 

listed him as head of a Subsection in 19^5* while the 1937-19^1 

list him as head of the whole Section,3-5 
Paschke, a more forceful type and probably an abler adminis- 

to have usurped more and more of Schauffler *s 



Latterly 





trator, appears 
responsibilities e 

Starting with Z Branch immediately after World War I, 

Schauffler had held the grade of Senior Specialist ( Oberregierungs- 

t) since at least November 1, l^ls and was the senior crypt- 
analyst in the Section^ In 1941 he had been recommended for the 

grade of Principal Foreign Office Specialist (Vortragender 
Legationsrat) *3o 

. Originally a mathematician, his main field of interest was 
theoretical research (Grundlagenf orschung) * To this end, he 
edited a private periodical ("Schriften des Sonderdienstes") 
which was concerned primarily with cryptologic methodology « 37 
Hi s;^ language specialties were Japanese^ and Chinese, which Pers 
Z S cryptanalytic group he headed. He also served as an adviser 
to the Foreign Office Cryptographic Section (Pers Z Chi) on 
security. Either he or Senior Specialist ( Oberregierungsrat ) 
Hauthial of the Cryptographic Section (Pers Z Chi) represented 
the Foreign Qgfice in the Army -Air -Kaval Security Coordinating 
Conferences « 




Se nior Sipecialigt (Qberregierun 
in srade to 'SchauffierT Dr« 




Dr, Adolf Paschke. 

e during t 




Per 



(b) 



While junior 

years of the war became, with Schauffler, the joint head of 
Z So His nominal title was that of head of the Lingulstic- 
Cryptanalytic Subsection. 

Joining the Foreign Office group in 1919* he became a 
Specialist (Reglerungsrat ) in 1927 and a Senior Specialist 
(Oberregierungsrat) between 1937 and 19^0, In 19*1-1 he was recom- 

ended to the rank of Principal Foreign Office Specialist (Vort- 
ragender Legationsrat) ^39 



36ipp 24, Anlage 1, Pers z 56I7A1 

^'^ i 22, papa 8 

38 I 84, para 11 

39 TP 24, .Anlage 1, Pers Z 5617/41 
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Technically 

lators^ 
He 



was 



langu 



headlng^a subsection organized "by countries and language 
also responsible for liaison vith the armed forces o 



His 



y Greek and Russian, 
which. he assumed direct technical responsibility « A 

doubted competence. 



a group 
lan of un 



for 



possessing a strong personality and f ierce 'e 

^^gy> 'wltn. good party connections, he probably had little diffi- 
culty in forging ahead of his more academically inclined 



colleaguaa 



(c) 



Karl Zastrow, Fro 




T echnical Assistant (WillensQliaf tlicher Hllfsarbeiter ) 

"available information^ Zastrow was th6 senior 

emoer of the Cryptanalytic Section;, having entered service on 
December 1^ I918. A gifted ana lyst^, he never advanced into the 
higher grades of officialdom. Pronouncedly absent-minded, it 
is doubtful if he were ever a capable administrator. 

Prom available documents he appears to have headed the Amer- 
ican and Scandinavian language group (Gruppe) under Br<. Paschke^ 
However, by 19^5 he wap no longer head of this group, which was 
then ..directed by Dro Hans -Kurt Mueller, with Zastrow as his 

deputy (Vertreter) • He was the Pers Z S authority on American' 

systems 



S en lor - Spec ja 1 i St ( Ob err egi er un 

e" group which, under 




Wilh elm Brand es , 

e's direction. 



Belgian or French origin. 

he came to work 



Dr» Brand es neaded 
exploited systems of Dutch, Swiss, 
Having served with Dr. Pasohke in World War I, 
for the Foreign Office in 1920.^^ He is. listed as a Specialist 
(Regierungsrat) in October 1940^, and was promoted to Senior 
Specialist (Oberregierungsrat) sometime between 19^2 and 1945 • 
A capable linguist and bookbuilder, he also had certain liaison 
functions for his own 



Sobers ch 



group 



Senior Specialist (Ob err epc 1 er un 

~ "Sobers chmldt J is 





T . Herrma;nn 
een with-^the 



Id^c ^iionerscnmiaxij is iistea as navmg 

i^'orelgn Office in May 1919.^2 Promoted to Specialist (Regierimgs 
rat) in 1927, he became a Senior Specialist (Oberregieriings rat ) 
sometime between 1941 and I945. Specializing in Slavonic and 

Kear lEastern languages, .he headed the Pers Z S Turkish group 

from 193^ to 1939 « Thereafter he took over the Slavonic group 
until September 1943o^3 Desiring to return to Turkish at that 
time, he encountered personal difficulties in his old group 



40 



I 22 p 24 



- ^ TF 24, Job Descriptions for I938 Promotions (Begruendungen 



42 
43 
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and. traxasferred to the Forelgr). Office Document Section 

(translations) until September 19^^- He then reassumed his 
old post as head of the Turkish group (xin.der Dr. Paschke), 
while: ':Dro Benzingj the previous head^ shifted to Arabian and 
Iranian systems « 

■ b 

(f) Specialist (Reglerungsrat^}^;^^^ Hana -Heidrun Karatieno ■ 
The exact date of* Dr» Karstian^sentry into 'Pers z S ia unknown^ 

but ,lt antedated the year 1930 * l^i November 1937* he was an' un- 
classified employee(Tarifangestellter ) in Group X, then the. high- 
.est pay grade e In Rovember 19^0^ he was listed as a Speclallsit 
(Regieriingarat)^ a grade he held at war^s end* 

A specialist In Balkan languages (although he worked on 
Japanese and Chinese systems from 1930 till 1938)^ he worked 
under Dr. Fasohke^s direction^ handling Bulgarian^ Croatian, 
Polish;, Slbvakian and (Finnish?) work a V/hen the Berlin group 
was splits in December 19^3 j> Karstlen was placed in charge 
of the party which went to Hirschberg. Proceeding to Burg- 

scheidungen with his party when Hirschbe:cg was threatened by 

the Russian advance^ he was taken prisoner there in April 19^5* 

(g) Speoi alla t ( Regierungsra t j Dr . Johannes Benzing o 

Dr. Sensing joTniaTers Z S on^July 20, 1937^ Born January 13,1912, 
he was the youngest senior off icial (Beamter) in the Pers Z S 
Section o From available data^ it seems clear tlmt he was pro- 
moted to Specialist (Reglerungsrat ) sometime between 19^1 and 
December 19^43*^^ 

A specialist on Kear Eastez'n languages he originally worked 

on Turkish under Dr. Scherschmidt ^ He headed this section from 
October 1939 until September 19^^ jr when Dr. Scherschmidt re- 
turnee! from another Section of the Foreign Office o He was then 

placed in charge of work on systems btelonging to Iran^p Iraq, 
■and Afghanistan .^5 

i 

( h ) Teclinical Assji,sta:nt ( Wlssengcbaf ^ Hilf sarbeiterin ) 

DPo U rsula Hagen . As was indicated by" Miss Priedrichs';, it was 

dTiTIcult for women no matter how able^ to achieve proper recog- 
nition or seniority in Z Branch, Miss Eagen is a case in point. 
Born 'March 23^ I9OI, she entered Pers Z S on" October Ij^ 1922. 
By 1939 {and through 1945) she was head of the group (under 
Dr» Paschke) which was responsible for work on England^ Ireland, 
Spain, Portugal, and Latin American countries. In 19^2 this 



TP 24, Anlage 1 to Pers Z 5617/41 

^5 I 22, p 25 
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Involved the supervision of twelve people jj^p grade and 
remuneration vere never comparable to tho^e of men with like 
seniority -and similar responsibilities. She is last listed 
(Febiniary 19^1). as a TeohnJ-cal Assistant (Wissenschaf tliche 

vas < 

in 19^5, and evacuated to Marburg » 



Hilfsarbelterin) Grade IyM She 



apfcured at Zschepplin 




* 'mm 

(i) Dr* H ans-Kurt Muo ller o Little Ib icnown of Dr^ Mueller^s 

Ebrn May 1, I906, he vent to vork in 
19^0 o Specialising on American and 
s he is listed in December: 19^3 as Zastrov^s 
By April 19^5 j due^, no doubt, to superior 
opganizai.ional abilities, he is listed as the 
with Zas ;pov as his deputy (Vertreter) « 
grade vgm TechnicalT Assistant (Wissenschaft- 



ba c kgr o und oraEI 



Pers Z S on January 22, 
Scandinavian syste 
deputy (Vertreter) 
administrative and 
head of the 



group. 

His last known pay 
licher Hllfsarbeiter) Grade XII 0 





a 



anthro 



(j) Dr, Petey Olbricht. hv'. Olbricht 
pologist witH the SSSEiB^aphic Muscium in Berl5ji, went to work for 
Pers Z S in December 19S9^ An Oriei-tallBt of Bome repute, he 
specialized on Chinese, Japanese and x'%..nohukuocvD. systems, work- 
ing under the direction of Dr. Schauff 1^.^-, jje vas In the Hirsch- 
berg group from December 19^3, and was 



Burgs cheidungen 



<^^-*.itually captured at 



(k) Miss Asta Priedrichs 



_> While hrj.ding a posiu 

Priedrichs wv^ one of the 



joined Per.3 Z S in September 



low rank and seniority. Miss 

personalities in Pers Z S. She 

after study at the Sorbonne and the American University in Sofia 
She worked under Dr. Karstlenj, whose deputy (Vertreterin) she 
was, in the Slavonic group, specialising In Bulgarian » 



(1 



Miss Schrader joined Pers 

1943 she 



By 



Mis s Hlldegarde Sohrader . 
Z S in September 1^9;, as a specialist in French. 
wfiTs deputy to Dr. Brandes in the Prench-Belglan-Sw5.3s section o 
When Dro Brandes fell ill in 19^^, she took over the leadership 
of the group, which was then in Hlrscliberg. She was captured 
at Burgs cheidungen- Like Miss Priedrichs and Miss'^Hagen, she 
apparently never advanced beyond the grade of Technical Assistant 
(Wissenschaftliche Hilfsarbelterin) Grade IV* 



Dr. 
with Pers Z 




Otfried Deubner, 

Oo 



Dr. Deubner started his work 
By the end of the war he was 





46 
48 
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assistant (Vertreter) to 

f2?om the Vatica 



Dr. 



Paschke in the g3?oup which handled 
systems f2?om the Vatican, Italy, Greece, and the USSRa^S He was 
pecoinmended for the grade of Specialist (Reglerungsrat) in 19^1 
but apparently worked throughout the war as a Technic^ Assistant 
( Wissenschaf tlicher Hllf sarbeiter ) Grade III a 



( 2 ) Mathemtlcal-Cryptangl^io S 



(a) Senior 
Like FascISse an 



date 



Pro Werner Kun ge 
, » *.unze was a cryptanalyst with 
25 years of Pers 2 S experience • A military cryptanalyst in 
World War I, he joined the Foreign Office in 1919 »^ The 

of his proiaotion to Senior Specialist (Oberregi^rungsrat) is un 
known, but it was previous to October 1, 19^0.5 

Kunz©^«5 Subsection, the Mathematical -Cryptanply tic Subsection, 
usually operated apart from the main fers Z S party (Stammabteilung) 
Primarily a mathematician, Dr, Kun2e^s subsection consisted of 
linguist mathematicians and was also responsible for the Pers Z S 
I.B.M, machinery. They specialized in difficult systems, complex 
encipherments, and those problems which required a large expendi- 
ture of time and personnel, or the application of technical devicesv^ 
In December 1959, the group included 20 persons and was housed 
apart from SchaufSler^s Linguistic-Cryptanalytic Subsection, In 

December 19^5, the Subsection was evacuated to Silesia (Hermsdorf). 
It came to Zschepplin in March 19^5 where it resiained until war^s 




end 



(b) Prof , Dr, Hans Rohrbach 



athematica at 



the Charles 



vers 



A professor of 
Dr. Rohrbach divided his time 



ty in Prague, 

equally between his teaching duties and work as a cryptanalyst. 
He started his work with Pers Z S early in 19^0, An undated 
personnel list of that year shows him as "provisionally employed" 

(Kommissarisch beschaeftigt), with^the assimilated grade of senior 

civil servent (hoeherer Beamter).^^ possessing an excellent com- 
land of English, he had worked on English, American, and Scandinavian, 
as-^well as Japanese systems, 5* By personality rather than seniority, 
he was one of the Pers Z S leaders. He was awarded the War Ser- 
vice Cross 2d Class (KVK II) in September 19^^ probably for his 
work in the solution of the U.S. Diplomatic Strip System 0-2. 



22, 

50dF 17 



P 25 

T5275 



Sljp 24, Handwritten Personnel. List, dated October 1, 19^0 
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\ 



.1 



1- ' 



1904 



(c) Dr ■> habile. Helmut Grxmsky ^ Born July 11, 
Di*. Grxinsky went to vorlTTor . Pers Z S in September 1939- 
to that date^ he had been teaching and doing mathematical 



Prior 
re- 



search at the Prussian Academs- of Sciences. He vas a Technical 
.^^ssiatant Grade III (Wissenschaf tlloher Hilf sarbeiter) in 
December 19^0^ and was recommended for promotion to Specialist 
(Regierungsrat) on fterch 5, 19^1*55 At that time he was listed 
as head of a "group" in the Subsection, a position he still held 
at the end of the war (Gruppenleiter, mathematischer Zweig) • 



d 



Dp 




H ans Georg Krug , It is not known when Krug joined 
Pers Z So It seems prooabljai "that he was one of the large group 
hired in early 19^0 • Ke is not listed on the Pers Z S personnel 
list of December 1^^ 1939^ but his name is found among the 1941 
recommendations for promotion^ when he >raa recommended for the 
grade of Specialist (Regierungsrat) . At var^s end he was in 
charge of all the Pers Z S Hollerith installations. 

T 

I ' 

(e) Dr. Erika Pannwitz , It i£^ not loiown when Dr* Pannwitz 
joined Pers S S , A mathematlc5»an, she was listed as the head of 
a group (Gruppenleiter) in April, 19^5,5 




(f) Klaus Schult g, 
the outbreak of war » 



tic Ian J 
tisohes Reichsa 

Dr, 



A. 

X 



_ Schultz joined Pers Z S shortly after 
A professional mathematician and statis- 

he worked for the German Statistical Office ( Stat is - 

:) before the war*. He is listed as being with 

Kunze^'s subsection- on December 1^, 1939 o His last known 

civil service grade is that of Technical Assistant Grade III 
(Wisaenschaftlicher Hilfsarbeiter) . It does not appear that 
his recommendation for promotion to Specialist (Regierungsrat) 

in^ 1941 was ever acted upon favorably « He is listed as the 

head of a group as early as March ^ 1941 and still held that 
post in April 1945^ 57 



Pers 



g) Pro An nelise Euehnke* 
Z..S on August 51 jr 




She 



group under Dr» Kunze on March 5 



Mrs o Huehnke started work with 

is listed as the head of a 

1941 » Mever recommended for 



EC 

-^-^ TP 24, Recommendation for 1941 Promotions 

56 TP 2*^, List of personnel submitted by Dr. Kunze April 1945. 

57 24, Anlage 1 to Pers Z 5617AI, and List of Personnel 

submitted by Dr. Kimze^, April 1945. 
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promotion outside the grade of Technical Assistant (Wissen- 
schaftliche Hilfsarbelterln) she apparently ended the war in 
grade ill « 

(^) Dr 0 Kar l Schroete r > Dr* Schroeter joined Pers Z S 
In the spring of I^4l* ' A former lecturer^^in mathematloal theory 
at the University of Muenster, he vj^orked Independently on Japan- 
ese.. additive and encipherment systems o He Is listed as the head 
of a group under Dr . Kunse in the spring of 19^5 



0 



(3) 

Supreme Coh 




Personnel on Loan fro m^Slaial Intellige nce Agency j> 

oFTKe' Armed F oTceE^C mT^^rrT^^- 

(a) pr * Arthur GPO?;se ("born Feloiruary 8^ 1910), Edgar Hiere r 

(horn March" 22 ^ l^&]"^nS Kurt Rav e vere members of the S'igna 
Intelligence Agency, Supreme Command of the Armed Forces (Okv/Chl) 
who vere loaned to Pers Z 3 In December 19^3^ after the Signal 
Intelligence Agency Supreme Cotsmand of the Armed Forces (OKW/Chi) 

had been bombed out of its Berlin quarters « They vorked on 

Japanese and Chinese problems. According to Dr. ROhrbach, they 
were "definitely lower grade personnel^ and had come to be 

trained i58 There Is some evidence that Rave and Hierer were 
actually military personnel « 59 




(4) Mls8lng_ Persons . Moat of the key Pers Z S personnel - 
were taken'^^pFTsoner a?"TiT>chepplln or Burgs cheidungen In April 19^5 • 
Dr, Scherschmidt was later located through P/W sources in a 
Heidelberg hospital. Other personnel ^ some of whom vere known to 

have been with the organization In 19^5, were never taken « 



(a) 



Specialist (Regierungsrat ) D r . , , e oKasper ■ Dr^ Kasper 
headed the" Rumanian group in Dr* Faso^lce * s Subsection • Listed 

he became a 

1940.^0 



as having been among the original May I919 group. 
Specialist (Reglerxongsrat ) sometime prior to October 1, 
When thfe Pers Z S Liiiguistic-Cryptanalytic Subsection was split 
in December 19^3.p he remained with the main body (St^simabtellung} 
in Berlin-Dahlem. He is not mentioned in the 19^5 interrogations 
It is not known whether he sought to elude capture by escape, or 
whether he was dead. His assistant (Vertreter), Wllhelm Menning, 
also not taken, was Included in the P<$rs Z S personnel who went 
to Muehlhauseno ^ 



58 

59 
60 
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TP 2^, Per 



onn 



19^0 
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{ b ) Senior S ^ecla llat (Oberre, 
Hlendorff , one of the^ 



arat) Prledrlch Mlendarff . 
9 group, appears to have been 
the Pers Z S specialist on Intelligence evaluation (Ausvertung) 
and dissemination During the interrogations no specific queries 
were raised concerning his activities. It is possible that 
Kiendorff was no longer with Pers Z S la 1945, However, he br 
his successor might have been able to throw some light on th^ 
intelligence value of the Cryptanalytlc Section^s achievem^rits, 
and it is to be regretted that no attempt was made to pro'Be further 
into his activities o 



(c) Prof. Dr 



Horn 



Under Dr. Paschke's direotionj. 

Dr. Horn was responsible for the Pers Z S files (ArchiV).^^ 




No 



specific information is available as to their scope, other than 
that they included personalities and place names from decodes, 
and were amplified from newspaper clippings. Dr. Horn was in the 
group which went to Muehlhausen, and was never taken prisoner. 
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Chapter lie Intercept Control and Traffic Analysis 



Sources of Intercept Material. » o . . » 
Intercept Control and Traffic Analysis . 



Paragraph 



. 8 
. 9 





one sma-ll Intercept station under Its ovn control called the 
Landhaus, in ;Dahlem. This station ¥as used to cover prior- 
ity links, such as Berlin -Ankara and Berlin-Lishon.^5 Pers 
Z S vas dependent for the bulk of its intercept upon the 

Signal Intelligence Agency of the Supreme Command of the 

Armed Forces (OiCW/Chiy, Qoerlng's^Research'V Bureau (PA), 

and the German Postoffice, 

Traffic uaken by the intercept stations of the Signal 

Intelligence Agency of the Supreme Corvmand of the Armed 
Forces (OKW/Chi) at Lauf , Loerrach and Treuenbrietzen was 
forvarded by teletype probably via OW. An examination 
of message photocopies in the TICOM files shows that a 
large amoujat of intercept traffic vas in fact received from 
these stations^ as veil as OKW/Chi/VIb, the section in the 
Signal Intelligence Agency of the Supreme Command of the 
Armed Forces (OKW/Chiy which specialized in the interception 
of the press, propaganda and news agency transmissions. Dr, 
Paschke stated that Pers Z S may have had traffic from the 
Signal Intelligence Agency of the Supreme Command Armed 
Forces (OK¥/Chl) intercept stations in foreign coimtries, but 
since in most cases the traffic vas recopled before It reached 
Pers Z 5, there was no indication as to its origin. 

Traffic was also received from Goering^s '^Research" 
Bureau (FA) o The intercept stations are unknown. At one 
time the traffic, both radio and telegraph, transmitted by 
the German Post office was forwarded to Pers Z S through 
the ' Reseaipch" Bureau (FA) . After the ''Research'' Bureau 
(FA) was bombed out, this traffic was received direct from 
the Postofflce.67 
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9. Intercept Contr ol and Tr affic A nalysis. — There 

was no mention of intercept control or traffic analysis 
in the interrogations or documents o There appears to 
have been an attempt to keep a checl^ on traffic depths 
and the relative amount of garbled traffic. 68 in view 
of the fact that most of the Pers Z S intercept came 
from outsldQ sources, and was taken on commercia^l and 
diplomatic links which used fixed frequencies and fixed 
call signs, it is doubtful if any serious efforts in 
traffic analysis would have been profitable. 



68 




T2038, Report on Polish Systems as of January 1, 19^1, 

referred to a Polish consular system which was unwork- 
able, partly due to the poor condition of the intercept 
forwarded by the "Research" Bureau (FA). T2252, Report 
of the Italian Group for the Year 19^0, mentioned that 
the Signal Intelligence Agency of the Supreme Command 
Armed Forces (OKW/Chi) Intercept totals had increased 
arkedly, and that many messages had been received which 

had not been taken by the "Research" Bureau (FA) inter- 
cept stations. 
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10. 




Qpganlzation f or Gryptanaly g 1 b 
organisations^ the Pers Z S Internal - i^^' ' 



"1 




SchauffXer the 



orgaiii'^^tidB appears to^-'J^^-ve been established tnore'.ln v." 
ccnformit^r vlth personal factors^ than xfitvi any logical, 
plan. .. .In order properly te comprehend the . section* s 

orgianlzatlon: for ■ cryptamlysls, it i& necessary first to 
understsnd-the positiojEi of the three, leaders Within the' 
org^ni-zationo ■ "/ ; 

• : Prcni a- prof esslonal point .of Tie^i 
undoubted ■dean of the . organixa.tiono Its head for twenty; 
years, it seetGS probab^- (vhile never stated in so laany 
vords-) that- in the yes.r.s 'j'ust ' prior, to 19^5 he had less and 
less 'of . the. ^roup' s leadership.- ' Dr. Pas{^}:i^igj, xfrs,pped £n 
the mntle of his Italian successes^ essentially a mord- 
f orcef til. personality J, .and a; party ssember^ seems to have;;. 

usurped ■■(or 'been appointed '-to ■ conduct 5xao^^e' ^and more of' .V.^.^':- 
Schauf f ler' s adnsinistrative; functions. At iio point* e 
in "the ■ Interrogations or in. the documents is there -a. defi'- 
aite statement as to who w^B the constituted h of tJ^^e:; / 
organisation in 19^5- Perhaps th^re vas jione^ but it seems 
pi^bable- that this ' role vas played by Paschke vhll©;- in ' 
deference to Sehaxiffler ' s . seniority and prestige, no paper 
administrative' chariges vei^e made. Kunae," the leading 
matical' cryptanalyst 'of the groups appears only as the 
of a subsection. ¥ith this eatd. vocal" situation as to 







ship clearly in mind, it is possible to outline the Section 's 
organization for cryptanalysis vith some degree of under— 
standing o ' 
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6*1, 



a 



Mathematical 



tic Crypt&na lygis 



Chart 



19^5 



representing the Pers Z S organisation as of April, 
is in most respects an ideal representation. In point of 
fact, there vas in Pers Z in April 19^5^ very little 
which could be termed organization. There had not been ideal 

working conditions, with all elements of the Section located 
in the same building or same general area, since the evacu- 
ation of Berlin in Kovembor, 19^3 - 

However, in spite of deviations from the sought «f or 
norm or ideal, through all the vicissitudes of evaluation 
and re-evacuation, one cardinal crgsnizstional principle 
seems to have been retained s that mathematical crTDtanalysis 



involving the initial solution of extremelj- difficult systems, 

the solution of complex encipherments and additives, and 
the application of machine techniques to these problems, 
should be kept separate from linffliistic cryptanalysis, roughly 

defined as Including current solution of knoxm additive and 

translation 



enciphering syste 
and DubllcatiOB* 




s, code-book reconstruction. 
This principle emerges clearly in Chart 
If Dr» Scha\iffler were placed in charge of a sub- 
section enjoying primarily consultative and research fimctions, 
if Dr« Kunze were placed in charge of a Subsection having 
mathematlcal«cryptanalytic activities, and if Dr. Paschke 
were placed in charge of linguistic*cryptanalytic activities, 

then a reasonably effective organization was possible. 

^' S chauffler ' s Resioonsibilities. 

aside fro 



Schaiaf f ler ' s responsi- 



bilities, 
head of Pers 



Z S 



some rather vague responsibilities as co- 
(with Paschke) embraced theoretical research 

and 



on crypt«inalytic methods and systems, 
consultation with the Cryptographic Section 
the 



publications, 

Pers Z 



Chi) 



on 

security of the Foreign Office code and cipher systems. 
His linguistic specialities were Japanese and Chinese, which 
linguistic group he headed, under Dr. Paschke, 



75 



I 22, Appendix B. Wo 



drawn as to the 



general administrative efficiency of this division. In at 

least one instance (see T56 , Pages 8,22), there seem to be dif 

ferences of opinion between the mathematicians and the lin^ 
guists as to the proper appi^oach to a proble 
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c« Paachke \s Lln^ ulgtic-Cryptanalytlc Subsectlon o This 
Subsection coxiiisted of a "numb er of small linguistic groups, 
organised along semi -linguistic or semi-geographical lines* 
The group organisation appears to have been fluids varying 
according to the intelligence and cryptanalytic priorities. 
In general, it was organised into the folloiflng groups, with 
group heads as listed s 

1 ) Japan, Ghina , Manchukuo. • . o Schauff ler 

2) United States of America. „ « o * . . • . « c • .Zastrov 

5i Prance, Belguim^p Switzerland, Holland. . . . „ .Brandes 

4 J Italy, Greece, Vatican & USSR* . . « o . . Paschke 

5 ] Turkey. * » Scherschmldt 

6) Ia*an, Afhanls tan, Arabic States. . • « . .Sensing 

7 J Rumania « o . o ..... .... « « .Kasper 

8) England and British Empire, ^Spain, 

Portugal & Latin- American. ....... c Hagen- 

(9) Bulgaria, Croatia, Poland, Jugoslavia 

& Baltic States?^ « Karstien 

Personal considerations seem to have played an im- 
portant part in the organization of the vork groups. For 
example, Scherschmldt vslb in charge of vork on Txirklsh from 
193^+ until 19>9j and the work on Polish systems from 1939 
until March 19^3. Dr. Benzlng took over his responsibilities 
on Turkish systems vhen Scherschmldt transferred to Polish. 
When Scherschmldt returned to Pers Z S in September 19^^* 
he reassumed responsibility for Turkish^ vhile Benzlng took 
over a newly created group which worked on Iran, Afghanistan 
and other Arabic language systems. 75 Scherschmldt had 
originally been in charge of work on Bulgarian systems, but 
Dr. Karstien kept control of this work, as well as the re- 
mainder of the Slavonic languages (defined as Jugoslavian, 
Croatian, Polish and the Baltic States). 

I 22, Appendix A. Such was the fluidity of the organization 
after 19^3 that no chart can properly show group heads and 
group organization for more than a short period. For example, 
Scherschmldt left Pers Z S from March 19^3^ until September 
19^^. Paschke headed the group which was responsible for 
Russian traffic, but, in point of fact, the traffic was never 
tackled. For these reasons, the listing given below will not 
correspond strictly to the organization given in Appendix A. 

^^I 63, page 2| I 103 page 3 
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1 



d. Kimze's l-Iatheinatical- 



tlc Subsection. The 



internal 



organlaation of Dp. Kimze's Mathematical-Cryptanalytlc 
Subsection has never been precisely defined* A captured docu- 
ment, dated January 18, 19^1^ listed si:?!: vork groups, whose 
responsibilities vere, respectively, England, America, 
Japanese Diplomatic, Japanese Military, Greece, and study of 
German systems (elgene Verfahren), The list of group heads 

submitted by Dr. Kunze in April 19^5, also included six names. 
Hovrever, it is doubtful if the division of responsibility in 
this subsection had remained constant for four years. Fro 
available evidence, it seems more probable that Dr. Kunze's 
Subsection had a loose internal organization which permitted 
full concentration of needed personnel on the most important 
problems as they arose .76 

The Mathematical-Cryptanalytic Subsection had had its 

own IBM machinery since 19^2, This machinery was used prin- 
cipally in solution of difficult additives and superencipher- 
ents, and not for bookbuilding purposes » 

At the end of the war the installations Included 20 

6 tabulators. 
The most 



rapid 
Diplomatic 



pimches, 10 sorters, 2 collators, 2 reproducers, 
one multiplier, and additional special machinery* 
useful special device was the so called "automaton^, a 
deciphering machine developed for use on the American 
Strip Cipher. 77 Another machine, a type of comparator 

(Spezialvergleicher), was developed to solve Japanese trans 

position ciphers ^y dragging the end of the message tlirough 
the cipher text. 7 




76 



77 
78 



Five of the six group heads alone had worked on the solution 
of the U. S. Diplomatic Strip System 0-2. See I 89, page 5 

I 89 



I 22 , Para l47 
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(e) War- Induced Geographical and Organizat ional Changes . 
In November J 19^5^ after the bonihliig of 'Berlin, the Pers Z S 



organization was split up Into three groups. The main bOf^y 

(Stammabtellung Berlin-Dahlein), consisting of Schauffler^ 
Paschke and most of the latter «s Llngulstlc-Cryptanalytic Sub- 
section, remained in Berlin. Dr. Karstien took a part of the 
Llngulstlc-Cryptanalytic Subsection to Hirsohberg in the 
Riesengebirge. This group consisted of a part of Dr. Karstien^s 

group (Bulgaria, Croatia and Poland, less Jugoslavia, vhich 
was left in Berlin under Schlmrael), a Japanese-Chinese party 
under Dr. Olbricht, and Dr. Brandes^ French language group 
(Prance, Belgulm, Svltserland) under Miss Schrader^ Dr. Brands s 

being ill at the tlnte. This group engaged in code reconstruction, 
current solution of the more diffic^^lt additives and encipher- 
rnents, and the translation of less urgent telegrams. 79 At the 
same time. Dr. Kxmze^s Mathematical- Cryptanaly tic Subsection ^ 
was moved to Hermsdorf in Silesia (Vfllhelra Wander Schule). 
This organization, knit together by a daily courier service, 
remained unchanged \intil February 19^5,. vhen the various groups 
moved westward and southward to avoid the Russian advances • 




Con- 
the 



11. General Summary of * Cryptanalytic Successes . — 
alfiering the relatively small staff^ wiiich Pers Z S had, 
conclusion must be dravn that its cryptanalytic sucoeases 
were considerable. Work vas done on systems from approximately 

50 countries. Of these 50 coxintries, apparently only three 
used diplomatic systems which completely defied successful 
cryp tana lysis- Russia, Czechoslovakia, and Poland after 1942- 
19^3. It is easy to scorn the Pers Z S Inability to solve 
high grade machine systems, whether American SX,7AiiAj> English 
Type X, or Swedish Hagelin. Yet, with their small staff, they 
were able to read the Swiss Enigma for a short period of time, 
and to solve the Japanese "Red" machine. 

As a diplomatic cryptaiialytic agency, the investigator Is 
forced to conclude that in its primary field, the solution of 
foreign diplomatic codes, the agency evidenced 



degree of competence. 



agency evidenced an extraordinary 
With the exception of Russian, sub- 
stantial segments of the medium grade code systems used by the 
major powers were read. England, the United States, Prance, 
Italy (where the greatest success was achieved), China., Japan — 
many of their diplomatic i^^odes and ciphers were read. With 



79 



I 22, Appendix A 
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r 



Turkey, Bulgaria, Belgium, Spain, Switzerland-, Portixgal and 
Poland (until 19^2), nearly 100 per cent success was achieved. 
In the case of/ the Latin American countries, and the smaller 
European and Near-Eastern nations^ complete success was 

apparently achievable, insofar as limitations of personnel 
and a relatively trivial message content might warrant, 
there been backing from von Rlbbentrop, had there not been 
crippling jealousies at agency-head levels, there might hav^fe 
been even greater successes. For a more detailed consideration 



Ha 



of the agency cryptanalytlc successes, 
countries Immediately following. 



see the breakdown by 



12. 

£i* m 



Detailed Listing of Cryptanalytlc Succes ses by Countries 

Due to shortages of personnel and intercept 




difficulties, it does not seem probable that Pers Z S expended 
much effort on Argentine diplomatic systems. At least three 
main codes were known, one of which, a five-figure, one-part, 
110,000 group system^ usually enciphered by the addition or 
subtraction of a constant, was read almost without gaps- SX^" 
hundred forty messages were decoded and publls^hed in 1942o^^ 

b. Belgium. The Pers Z S cryptanalysts were familiar 
in 19^5 wTEKtHree readable Belgian codes. The main systems 
were f our-f igxire, one-part or partially alphabetic codes, con- 
taining approximately 10,000 groups. They were usvially en- 
ciphered with a daily changing unsystematic bigrara substitution 
table. Three-hundred-seyenty- three messages were published In 
19^2, a small proportion of the total intercepted and broken. ol 

c. Brazil . Prior to 19^?, insofar as limitations of traffic 
depth and personnel permitted, the Pers Z S cryptanalysts 
to have read nearly all major Brazilian diplomatic codes. Three 

^y^tems in narticular seem to have been read almost without 




gaps : 
Bra s . 



called 



^s m particular see 

a five-f igiire, one-part, 165,000 group code 
Bl" by the Germans): a five-letter, partially alphabetic, 
82,000 group code (called ''Bras. B2"); and a five-figure, one- 
part, 100,000 group system (called ''Bras. Z 1"). The basic 
book for ''Bras. B2^' was available in photostatic form. Traffic 
totals fell off sharply after the rupture of diplomatic relations 
in January ^ 191^2, and it was not indicated whether the earlier 
successes were continued^ 82 ^ 



80 



para 



D 16, 



# 



Page 4 



81 1,22, pai'as 156-159, D 5^, Report # 8 Page 19 
82 

D 16 Report # 2 and Report # 4 
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of the two books. 83 



d. Bulgaria , Bulgaria used tvo basic five-figure, 

35^000- 40, 000 group code books. Both were one-part codes, 
repaginated for various links, usually used enciphered. 
Goering*s "Research" Bixreau (PA) had provided photocopies 

Senior Specialist (Oberregierungsrat) 
Schersehmidt stated that, from 19^3^ all major Bulgarian 
links \rere readoS" 

e. Canada (See United jKingdoui) 

f. Chile c Little information is available on successes 
vlth Chilean systems after 19^12. The one-part, t¥0 /three/ 
four-letter, 42,000 group code known as "Clave Solar" (Chilean 
name) was read at least until late 19^2, and possibl^^ until 
the end of the war .85 



g 



Chin 



There is little direct information relative 



to Pers Z S successes with Chinese systems 



0 ; 



The Chinese four 



letter and four-figure codes were apparently read until 1930. 
Pew details are available on the work done from 1930 until 
1938* At that point, work was stopped, only to be taken up 

again early in 19^1* 

Interrogations showed that two three -letter codes, one 

military, and the other an attache system, were solved* 

Another three-letter system called "uti" was read in 19^1-19^2 
Documents, on the other hand, suggest a somewhat more extensive 
success. From available evidence, however, this cannot be 
verified. 87 

h. Chechoslovakia, It seems probable that Pers Z S did 
not work on Csech diplomatic systems. According to g^. Earstlea, 
the systems used were one-time pads and unbreakable. 






83 



T2038, Film 8. Report of the Polish- Bulgarian Group 
Atigust 15, 19^1 



84 
85 



I 105, Para 5 



■ ^ 

Dl6, Report # 4 



9 



X 



in September, 
become unreadable 



19*^5 




86 
87 



5« Miss Hagen, 

did not mention that 
I 172, Para l6 



when interrogated 
the code had 



I 22, Paras, 59, 60^ l8o 

I 

There is some evidence that all the Pers Z S work was not 

entioned. The three systems mentioned in the text were 
uni&iwn at ASA. However an examination of documents T197j 
427, 1169, 1170, and 1172 siaggests that there was some 

with Bm (Chinese name) a major 



bookbreaking 



diplomatic code. 
881 22, Para 71 
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Irish dip 
GoveriiTnent 



1. Eire C Ire land ) . Considerable vork vas done on the 

inks to Berlin « IPhe Irish used the British 
Telegraph Code (GTC called by the Germans)^ 



latlc 



enciphered by the use of substitution alphabets o This code, 
a five-letter^ one-part^, 84^000 group system, had been captured 
at Bergen in 19*^0.89 

See United Kin 



land 



e ?er 




Z S success in solution of French 

diplomatic transiaissions was considerable o Dr. Brandes stated 



in his 19^1 report that approxiipatel 
diplomatic transmissions vere read. 9 




75 per cent of French 
Mos 



It diplotaatlc systems 
two-part codeSj enciphered either through an 

substitution tables. 



were four-figure, 
additive system, or by bigra 

compromised in 19^0, and later^ when they were deposited with 
the German Antnistice Commission at Wiesbaden. 



Many vere 



1. Great Britain (See 



Gree 00 • 



ccord 



United 



dom 



to 



leu 



three 



main Gree 




all 



ner^ there were 
of which were read? an 

(fifth letter for inflection 



ng 

c systems, 
unencipher^d f 1 ve«- letter code book 

ottly), carrying most of the traffic j an unenclphered four 
letter book, used taainly for traffic with Berne; and a four- 
figure book^ used with bigrass substitution, for traffic on 
the Moscow, Washington, Cairo and Ankara links. 91 

n. Holland C Netherlands K Little information is available 



relative to 



era 



wor. 



Dutch 



systems . A 1939 3?eport 
listed work on a four- letter, one*part code, and a figure code 
convertible to a letter basic book. 92 



o 




on Hungarian codes. 



It Is not known whether Pers Z S 
In April, 19^0, Dr. 



worked 



ever 

Paschke reported that 

he had discussed cooperation on Hungarian systems with Penher 

and Selfert of the Signal Intelligence Agency of the Supreme 
Command Armed Forces fOZ¥/Chi}. He recommended that Pers Z S 
attack the five-figure code designated as "U-5*^.93 



89 



I 172, Para 11, and D 16, Pieports #3 and 



1 , 

90d 5^, Report # 5* Page 13 

^^I 22^ Para 169- The reports from the Lehmann Group (Gruppe 
Lehmann) for 1939*'19^1 do not list such impressive successes, 
although they imply that shortages of p^^rsonnel were a strong 



92 
93 



contributing factor. See T205 
T2050, Report on Dutch Systems^ dated November 29, 1939 
120^*5, Report of the Group Austria-Hungary, dated April, 19^0 
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Iranian 



Iran (Persia) , Dr. Benzing stated that all the 
ystems vere read. The Iranians used three-letter. 



12,000 - 15,000 group, one-part or reverse-alphabetic. 



enciphered code 

Ital 



books. 9^ 



Work on Italian 



standing Pers Z S achievement. 



diplomatic codes was an out- 
Prom 1935 until late 19^2, 



with lapses as nev code books were introduced, Pers Z S 



en- 



of a Badoglio double 

solved. 97 Dr. 




apparently read all major Italian diplomatic codes. The 
19^0 reports from the Italian Group listed twelve codes, 
ciphered or unenciphered, all of irhich vere read.95 The 
work became increasingly difficult in 19^2-1943, for the 
Italians introduced bigram substitution over the additive on 
the basic code books, "If the basic books had been changed, 
the traffic vould have been impossible to read".9o Some 
systems were read after the collapse in l9^3^ Mention was 

transposition system which was never 

Paschke mentioned three Weo-Fascist systems 
which were read in the latter stages of the war. 98 

r. Japan. Pers Z S read the lover grade Japanese 
systems until 193^. After 193^ the Japanese vrent over in- 
creasingly to the use of a machine, ("JB-48", or the "Red" 
machine). This machine was, solved in September 1938* and 
read currently until February, 1939* when the traffic be- 
came unreadable fthe Germans failed to realize that a new 
machine, , the "Purple" machine^ had been introduced)*. 99 a 

major diplomatic code (known to the Germans as "JB-57) 
solved at the end of 19^1 and read currently for about 

This was a two-four letter book, enciphered by 



nade 




series of alphabets 'knd/ 03!'' stencil transposition with 



was 
two 
a 

nulls. 



Some 



success was also achieved with othep diploraatic systems, 

"JB 64" (us JBA), a two/th3?ee letter code. 



particularly 



22, 



95 
96 



Para 166, and T2052, Report of the Lehmann Group, 
dated February 19, 19^2 

T2252, Report of the Italian Group for the Year 19^0 
I 22. Para 25 



97 I 22. Para 168 



98 



I 22, Para 25 



99i 22, Para 19 



100 



I 22, Para I76 
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F 

oslavla« Keithep iiiter2:'Ogati02is nor captured 

light on the ?ers Z S work with Jugoslav 
It is only known that soi^e vork was done on these 

19^0-19^.101 



position 
limiting 

with Mexican systems after 19^2. 
a one-part, five-letter code. 



and 



s. 

documents 
systems, 
systems after 

t« Kianchuria . Manchukuoan systems were handled by the 
group whicKworSed on Japanese and Chinese systems. Little 
data Is available on successes* A three-letter, Japanese- 
language code book, enciphered with a fifteen-place trans- 
was read- Shortages of personnel were always a 
factor. 102 

Mexico. Ko information ia available as to successes 

The principal codes, "Pomos" 
"Xepit", a similiar system^ 
both enciphered by substitution alphabets, were read through 
19^2. The "Xepit" book was compromised in November, 1942, 
although it had been broken prior to compromise. 103 

^* Poland. Relatix»^ely little progress was made in so- 
lution af^er t§^2. Dr. Karstien stated that Polish codes 

"were unbreakable in practice- there were too many of the 
they required too much work"* 104 The principal Polish 

diplomatic sode (called "PD-1" by the Germans), an enclphe3*ed 
f our-fig\ire, two-part code, was broken in 19^0 and read 100 
per cent until October, 19^2, when it went out of use.i05 

^- Portugal . A five-figure, partially alphabetic, 50,000 
group booS'. (called "302" by the Germans) was read with some 
success in 1941. Two other five-figure, partially alphabetic, 
61,500 group books were compromised in December, 1942, when a 
basic book (called "205") ^©,3 received from the Signal Intelli- 
gence Agency of .the Supreme Command Armed Forces (035H/Chi). 
After that time ti^e traffic was read 100 per cent. The work 

done Ih the 1942-1945 period does not seem to have been covered 
in the interrogations. 



■ 1 ^ 



101j2Q23^ Report on Jugoslavia at the beginning 
102^,^5 Report of the 



Manchurian Group at the beginning 



19^1 



105 

106 



#4, Page 5 



I 22, Para 72 
I 63, Par&E - '5;^ 6 



D16, Reports #1, #2, #5, #4 
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X. BuTnanla, The Pers Z S vork on Rumanian systems was 

not explored in the Interrogations. Dr, Kasper and Mennlng, 

the head and deputy of the' Rumanian groups respe^tlvelyj> were 
not captured. A one page report, signed "by Kasper and dated 

19^0, listed seven known diplomatic systems (called "R11-R17" 



by the Germans), all five^-flgure codes, varying from 70,000 

^, and enciphered by means of ten-place sub- 
.l07 No statement was made as to successes 



to 100,000 groups 
stitution tables 



but captured code book reconstructions indicate 

10 per cent recovery on book 



in solution, 

an approximate 5 to lu per cent recovery on dook groups » 

y. Russia, Work on Russian diplomatic systems does not 

Dr. Kun2e made it 




seem to have been a Pers Z S commitment*, 
clear that Russian systems had been read up until 1927> but 
that no success had been achieved after that time. Pre- 
sumptively he had reference to the introduction of one-time 
pads. Lt. Colonel Mettig of Signal Intelligence Agency of 
the Supreme Command Armed Forces (OK¥/Chi) stated that "after 
a certain date" (which he could not remember), no Russian 
diplomatic traffic was attempted, either by his agency or 
Pers Z SolOS 

Scandinavia ( De n mark Noi*way Sweden ) . Dr. 



Mueller, 

the nominal head of the Pers Z S Scandinavian group, stated 

that he had worked on Scandinavian systems for about thcee 

months in 19^1 • After that, all the work was transferred to 
the Signal Intelligence Agency of the Supreme Command Armed 
Forces ( Oia'/Chi ) . 109 On the other band. Dr. Rohrbach stated 
he had investigated' traffic thought to be Swedish Hagelin 
for three months in 19^1, and again in August, 19^^. There 
is no contradiction, between the two statements, since Dr. 
Rohr.bach worked in the Mathematical-Cryptanalytic Subsection 

and Dr. Mueller was in Dr. Paschke's Linguistic-Cryptanalytic 
Subsection. 110 



107 



D 5^^, T2050, Page 5 19^0 Report of the Rumanian group 



108 

F 

109 
110 



I 22, Para l6j I 96, Page 14 
I 22, Para 182 

I 22, Para 48 



] 
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aa 
ab 



South Africa (See United Kl 

Spain * Apparently little vork was done On Spanish 
systems. In 19^1 and 19^2, the only years for which reports 
are available, work was done only on "0^" (German naiae), a 
four-figure J, partly alphabetic « 10,000 group code booko The 
book was partially recovered. Ill 

Switzerland. 



ac 



Generally speaking. 



all Swiss dlplo- 

achine . 



matlc systems were read except the Enigma cipher 
That, too, was read for a time in 19^1. The codes were 
chiefly three-letter books, usually bi-lingual, enciphered 
with a series of substitution tables- Kew wirings of the 
Enigma were solved by cribs every three months. Subsequent 
messages were recovered from message texts. 112 

Thai (Siam ); According to the 19^1 and 19^2 reports 
issed by Miss Hagen's group, the main Thailand Code was a one 

110;* 000 group English language code, used 

It was read almost without 




part, five -figure, 
both enciphered and iinenciphered. 
aps.li3 

Pers Z S started work on Turkish systems 
Conference in 193^- Most Turkish diplomatic 
Three codes were usually in use, changing 



ae. Turkey . 
after the Montreuz 
traffic was read. 



at monthly intervals. In 19H-19^5 the codes were chief ly 
one-part, with a cyclic additive, and we2»e readily brokenell^ 



af. United Ki 
Pers Z S successes wi 



B ritish 
re an 



ire 



The princii>al 

diplomatic systei 
The Government 



s 



— e/ T — ^ ^ & :f 

Australia (and also by Eire), and 



were obtained on medium grade letter codes. 

Telegraph Code (GTC- called "B22" by the Germans), used in 

communication with Canada^ 

another Government Telegraph Code ("B25*')j used solely for 
South African coramianications, were read. These were five- 
letter, one-part, 84,000 group codes^ usually imenciphered. 



Ill 



Dl6 



112 



113 



114 



#4, Page 4, "04" was 



Spanish 



I 22, Para 160, and D 54, Report # 8, Page 18 



D 16, Report # 3, Page 2 



I 22, Para 165; I 65 



52 



The forvner had been completely compromised at Bergen in 
19^0. The four-letter, two--part codes (called "B30" 



and "B51" by the Gertnanjs) had a more significant message 
content. "B25" and "B31" (the Foreign Office "R" CoOes?) 



were Qonsidered most important by the Germans. The five- 
figure Interdepartmental Cipher, also compromised at Bergen, 
was worked on in 19^1 and 19^2^ the bulk of the work being 
done by Goering's "Research" Bureau (PAj.HS 

ag. United States of Ame rica, The Germans considered 
their main successes with' American systems to have included 
the solution of ^ the Grey Code (called "B3" by the Germans), 
the Brown Code t"B8"), and the State Department strip systems. 
The Grey Code had been in use since June 1918, and the Brown 

Code since 1938- Both systems were readable^ the Brown Code 
having been compromised in 19^1* The Strip System 0-1 was 
partially read in 19^1> and the Strip System 0-2 was solved 
early in 19^3.3-16 The strip systemis mentioned were not 
read currently, but only after a delay of months- 

ah. Vatican . The 19^0 Report of the Italian Group 
(Paschke) made it clear that while approximately 50 per cent 
of the Vatican traffic could be read/ the traffic was not 

a major' Pers Z S. commitment. Reference was made to a one* 
part, three-letter code^ enciphered by a transposition with- 
in the groups, and to a one-part figure code, enciphered by 
means of substitution alphabets and a sliding strip. Most 
of the book groups were secured from Goering's "Research" 

Bureau (pa), 117 

F 

DI6, Reports #2, #3, I 22, Paras 91- 100 j I 172 complete 

116 , . 

I 22, Para 24; DP 15i Reports of the A Group 1919-19^2 



117 



T2252, Report of the Italian Group for ''the year 19^*0 
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ai. Yug oslavia (See Jiigoalavla ) , 

in America- Smaller State s • 



Such was the se 




curity level of the systems used by the smaller Latin » 
American states that only limitations of content, inter- 
cept and personnel prevented solution. Security levels 
varied from plain language (Nicaragua and Panama), to 

pt^^lyalphabetic substitution ciphers (Colombia and Venezuela), 
to enciphered codes (Bolivia and Peru) . It does not appear 
from the 19^1 and 19^2 reports of Miss Hagen's group that 
the main ^Peruvian code was ever read, although lack of traffic 
depth and personnel shortages vere important limiting factors. 
In 19^1 a five-figure, 78,000 group Bolivian code, enciphered 
vith a letter substitution table, could be read vlth some 
gaps. 118 

ak. Near .Eastern Countries (excluding Iran and Turke 
Little work vas done on systems originating in Afghanistan, 

Egypt, Iraq or Saudi Arabia, As was the case with the small 
Latin American states, traffic was usually inconsequential 
in content, lacking in depth, and there was never sxifficient 
personnel to permit exploitation* Some work seems to have 
been done on Afghanistan, Abyssinia and Iraq. 119 The available 
personnel were almost invariably employed on Turkish and 
Irajilan systems. 120 

al , Baltic S tates > There are no details on Pers Z S work 

with Finnish systems; Some work had apparently been done on 

Lettish and Lithuanian systems before these countries were 

incorporated into the USSR. Dr. Karstien stated that most 

Lettish and Lithuanian systems were transposition ciphers. 




singly or doubly einciphered, 
Vlgenea*e substitution. 121 



118 



sometimes enciphered with a 



Dl6, Reports #2, #5, #^ 

•"•■^^See work sheets and reconstructions in Tl062, T1067, T107^, 
T1068^ T107T 

l?Ol 22, Para 164 
•^^^I 22, Para 7^ 
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VOLUME 6 

h 

Chapter IV. Liaison and Collabox'Stioa with Othej* 

Cryptanalytlc Agencies 

Paragraph "9 ^ ^ ^ 

Uaisoa vith the Signal Intelligence Agancy of 

the Army High Command (OSH/GdKA) . c ..... ^ ... o ^ . l4 2' 
Liaison vith the Signal Intelligence Agency of 

the Kavy High CoTamand (OSM/4 SKL/lIIJ 15 Zi 

Relations with the Signal Intelligence Agency of 
the Commander in Chief of the Air Force (Chi 
Stelle, OBdL) .16 

Relations vith Gcering^s "Research" Bureau.. .... l? ^ 

Liaison with the Signal Intelligence Agency of 

the Supreme Command Armed Forces (OK¥/Chi ) . . . . . . . . 18 

Liaison with Foreign Cryptographers and 

I 

\ ■ 

f ■ 

13» Introduction. 

"Liaison with other German cryptographic tinlts was 
bad. • • c The Signal Intelligence Agency of the Supreme 

Command Armed Forces {OXW/Chi) and Goerlng's "Research" 
Bureau (PA) also worked on diplomatic systems and the 
relations of all thi^ee stations were marked by jealousy 
rather than by cooperation" , 126 

"There was,., no overall coordination of policy for the 
various German crypt ogi^aphic bureaus ."^27 



126 



127 



I 22, Introduction 

k m 

I 1^5, Para 5I 
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Statementa of this nature abound in the TICOM material. 
They iinply gross amoTont of duplication, strong personal 
jealousies/ and occasional downright inefficiency, Hovever^ 
in many cases the^r do not represent informed opinion, and 
should therefore be treated with reserve. Prom the interro- 
gations and the scanty documentary evidence available, it 
seems clear that the Pers 2 S relationships with other crypt- 
analytic and cryptographic agencies do not lend themselves 
to generalization. 

The arao\mt of collaboration varied markedly from agency 
to agency. There is no mention of cooperation with the Army 
High Command (either with In 7/VI or OSll/LHA) after 19^1-19^2. 
Senior Specialist (Oberreglerungsrat ) Tranpv of the Signal 
Intelligence Agency of the Naval High Command {OKM/4 SKL/III) 
apparently knew Dr. Schauffler. There was some personal 
antipathy between Senior Specialist (Oberreglerungsrat) Voegele, 
the principal cryptanaiyst in the Signal Intelligence Agency 
of the Air Force High Command (Chi Stelle, OBdL), and Dr. 
H Kunze of Pers Z S* These agencies, however, had primary 
cryptanalytic interests of a military nature. 

Liaison with Goerlng^s "Research" Bureau (PA) appears 
to have been extensive. Intercept material was received from 

the "Research" Bureau (PA), and there was frequent crypt- 
analytic collaboration, including exchanges of recovered book 
groups and additives. 

The collaboration with the Signal Intelligence Agency, 
Supreme Commamd of the Armed Forces (OKVf/Chi), at least at 
lower administrative and technical levels, appears to have 
befen the most extensive of all. Work was divided on various 

F I 

systems, personnel were exchanged on at least two occasions, 
and there is sdtae evidence that elements of the Signal Intelli- 
gence Agency of the Supreme Command Armed Forces were actually 
housei with Pers Z S from November, 19^3, until March, 19^5. 
If collaboration with the Signal Intelligence Agency of the 
Supreme Command Armed Forces appears to have been good on 
cryptanalytic matters, the reverse was apparently the case 
where cryptographic matters and Foreign Office codes and 
ciphers were at stake. Dr. Huettenhaln, chief cryptanaiyst 
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Of the Signal Intelli 
Armed Forces (OK¥/Chi 




nee Agency of the Supremo Cotaraond 
E'.tated that: 



th6 



the details of 

. . , Even toward the 
pt to centralize 



"OS¥/Chi ims never allowed to kaov 
ciphers used by the Foreign Office. 
end> when there vas a further atte^i 
seciirity under OKVl/Chi^ the Foreign Office vould not 
coffle into line. Selchow (Chief of Z Branch) strongly 
opposed it^ preferring to retnain independent", 128 

A detailed account of liaison activities follows* 



Arm 



14. Liaison with the Signal In telligence Agenc y of the 
h po^SaSS^'^l'Ol^^ As pointed out in the Intro- 

uctlonj there""^'"a llttIeT!!n the vaj of cooperation bet"ifeen 
Pers Z S and the Signal Intelligence Agency of the Array High 



Comnand and its predecessors 




of the Army High Co 



Dr. Otto Bug 



mil 



and Inspectorate 7/^1 




November ^ 



isch, formerly 
In 7/VI), a pre- 
agency^ gives the only available information, Dr, Buggisch^ 
worked in the French language group in the Army High Command 
Signal Intelligence Agency's Inspectorate 7Al (In TAI) f^o 

19^1, until August, 19^2. During this period he 
collaborated vith Dr. Kun^e of Pers Z S on a five figure 
DeQaulle code. He also worked vith Dp, Kanze on the Sviss 

_ F 

Enigma problem«129 General Jodl^ Chief of the Armed Forces 
Operations Staff, stated that he did not receive the Foreign 

Office decodes • Hovever, he kne¥ in a general way of the 

Pers Z S commitment and successes. 150 

This general lack of collaboration betveen Pers Z S and 
the Signal Intelligence Agency of the Army High Command (OKH/GdHA) 
does not, hovever, point to any lack of coordination on higher 

administrative levels ^ nor to jealousy and lack of cooperation 

betveen the tvfo agencies. They had essentially two distinct 
and separate missions one military and the other diplomatic. 
There vas therefore little or no need for a detailed collaboration* 



128 

129 
130 



I 31. Page 15 
I 58, Pages 5> 6 



W g 

I 143, Page 5 
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■■.> 



15 

Haval Hi 



Liaison v lth the Si 
Command 



ntelll^e nce A 
rilJT-- Like the Army, 




the 



Navy had little occasion to work ^Ith Pers Z So Their 
respective problems and commitments vere basically disslmillar. 
Admiral Doenltz perhaps beat siiramarized the situation when he 
said that he: 



"had no knowledge of the 

by the other services*-. 

never tried to find out. 
Senior Specialist 



cryptanalytic bureaus maintained 
o As for civil bureaus, he had 
they wre of no use to him « "131 



Tranov 




Oberregierungsrat } Tranov of the Signal 
he Naval High Command (OKM VsKL/III) 
knew Schauffler of Pers Z S slightly. Schauffler had once 
given him some Japanese traffic for examination^, but 
had never had time to study it -152 Miss ^gen reported in 
19^2 that the English group had sent their results on British 
codes "B30" and "B31" to the naval agency, but had received 
nothing in return. 135 Uncooperative the Navy may have been, 
but the Pers Z S cryptanalysts vere apt to be unaware of 

essage content in terms of intelligence. The possibility 
that the "B30" and "B31" messages might have been of no interest 



did not occur to Miss Hagen 



16. Relationshl 
of the Command^r^ln- 

and 



s T^ith the Si 



Intelligence 
orce 



enc 



Army and the Navy, the Air Force was primarily 
interested in messages emanating from its allied counterparts. 
Diplomatic traffic would probably have lain outside its scope 
of interest. There are, however, two e^caraples of Pers 2 S- 
Air Force collaboration in the signal intelligence field. 

The first dates back to 1959. According to Dr. Schaxtffler, 
Dr. Kunze of Pers Z S was approached at that time bj ^he "Luft- 



vsiff^^ for assistance with British weather ciphers 

is known as to the extent or the success of the ensuing 
col labor a t 1 on . 



Nothing 



131 

132 




15^ 




I 143, Papa 26 
I 147, Page 2 

I 172, Para 14 

I 22, Para 22. It is 
Commander-in-Chief of 
the "Research" Bxireau 



asstimed 
the Air 

(PA) in 



that Schauffler meant the 
Force (OBdL), rather than 
the Air Ministry. 



38 



r 



The second instance of collaboration vas noted by Dr« 
Huettenhaln of the Signal Intelligence Agency of the Supreme 
Command Armed Forces (OKW/Chi). Kls letter of July 27, 19^5, 
speaks for itself, 155 

"Three veeks ago a discussion vas held in the Foreign 

Of fide between Oberregierungsrat Dr. Kunze (of Pers Z SK 

Reglerungsrat Dr. Voegeie (chief Air Force cryptanalyst j . • . 
Voege!le declared his willingness to cooperate on the 
"AMIO" (German name for a Uo So Strip System) and Dr. 
Kunze undertook to provide the neces?.ary material, 

"Voegeie was held off for a fortnight o When he pressed 
for the production of the promised material^ Dr. Kunze 
stated that he had changed his mind and would not pro- ' 
vide the material, as Dr» Voegeie had made disparaging 
remarks about his vorko.. . 

"Suggestion: LIV (unknown) or the head of OKW/Chi 

should arrange with Paschke for the already planned 

collaboration of Pers Z S with Chi Stelle OBdL actually 
to come into force. Should Pers Z S not consent, Chi 
will terminate the agreement with Pers Z S to get a 
free hand^ so that Chi can' collaborate with Air... 

This incident is not mentioned in either the Pers Z S 
or the Voegeie interrogations. It does suggest that the spirit 
of cooperation between Pers Z S and the Signal Intelligence 
Agency of the Commander-in-Chief of the Air Force (Chi Stelle^ 
OBdL) was not all that it might have been« 

135 ^ 

D 60, Page 5 It must be remembered that Pers Z S had 
solved the U. S. Diplomatic Strip System 0-2, and that the 
Air Force was interested in similiar systems (such as 
CEKEB) used by the USAAF and not in "0-2" itself. 

H 

59 
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17> Fielatlonahlpa vl th Goering^s "Pxese arch" Biireau 




"Captain Oschmann. -.mentioned an utterance by his 
chiefs Korvettenkapitaen Patzig, to the effect that 
all cryptanalytic connections vith the Porschungaamt 
should be dropped^ since cryptanalytic work did not 
belong in the province of the Porschungsarat. "136 

This unsigned letter, dated February 23^ 193^* was 
probably written by Dr. Paschke. It vas foxind in a file 
vhich dealt with Pers Z S-Reichswehr collaboration. It 
probably does not represent the then prevailing Pers Z S 



attitude, 
Pers Z S 



but it does constitute the 
later lal to this new "third 



first reference in the 




competitor", Goering's 
"Research" Biireau (the Forschungsamtj abbreviated PA). 

The later material bearing on Pers Z 3- "Research" 
Bureau relationships is fragmentary* It consists of scattered 
references in Pers Z S cryptanalytic reports, none later than 
19^2, and the interrogations made in 1945. 

Goering is author for the statement that "the Foreign 
Office had continuously tried to interfere" (with the "Research" 
Bureau)137 Ko dates are given and his statement may have 
been motivated by his antipathy to von Ribbentrop. He also 
said that "both agencies covered precisely the same field, 
and there was unfortunately almost complete duplication". i38 
Dr. Paschke* 3 statement that, in general^, "there was less 
liaison with the "Research" Bureau than with the Signal Intelli- 
gence Agency of the Supreme Command Armed Forces (OKW/Chi)" 

seems to be the best summary. 139 



136 



DP 17, T3273, Letters on Proposed Foreign Office Defense 
C ol labora ti on o 



137 

138 
139 



I 143, Para 59 

I 143, Para kg 
1 22. Para 101 
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the 



Pers Z S received 
"Research" Bureau* 



a certain amount of its Intercept fro. 
The names and locations of the Intercept 
Until November, 19^3, when the "Research" 
it acted 



as 



the forwarding agency for 
the German Postofflce, both radio and 

Thereafter the Postofflce forwarded 

140 



stations were unioiown. 
Bureau vas bombed out, 
traffic intercepted by 
cable-telegram traffic » 
intercept material to Pers Z S direct 

There Is little evidence bearing on an official liaison. 
Seifert of the "Research" Bureau is author for the statement 
that intelligence produced by the "Research" Bureau was dis-^ 
trlbuted to "all departments^ including the Foreign Office. » 
At sotne of these departments we had liaison officers". 1^1 
In another interrogation a Dr, Gerstmeyer is mentioned as the 
"Research" Bureau-Foreign Office Liaison Officer (Verblndungs- 
mann).1^2 SaueD:^bier of the "Research" Bureau stated that 
"liaison with the Foreign Office, • .was handled by a single 
representative J and never Involved any e^cchange of visits by 
operations personnel" ..1^5 Unfortunately, the interrogations 
do not state .whether this liaison was cryptanalytlc- technical, 

or of an intelligence dissemination nature. The latter 

assumption seems more probable. There is no statement as to 

whether Pers Z S Itself was ever a direct beneficiary of this 
liaison. 

From the Pers Z S side there is excellent, albeit scattered 
evidence that there was a technical liaison of sorts. Both 

the "Research" Bureau and Pers Z S were invited to attend as 

guests at the meetings of the unofficial Army-Alr-Kaval co- 
ordinating committee. Dr. Paschke of Pers Z S evidently 



140 
141 

142 



145 
144 



I 22, Para 105 
I 25, Page 2 

I 5^, Page 4 

I 162, Page U 
I 84, Para 11 
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knew Ministerial Dl2?ector (Ministerlaldirigent) Schroder of 
the "Research" Bureau, Senior Specialist (Oberregierungsrat) 
Brandes^ head of the French language group in Dr^ Paschke's 
Pers Z S Subsection^ reported in 1940 that he vas responsible 

for his group's liaison with the '^Research" Bureau, 1^5 
Goering^s statement about "very close liaison with Pers Z S 
to avoid imnecessary duplication" takes on iaddltional credi- 
bility vhen the information on technical liaison is examined 
in detail (See Subo Para . a. folloving). 

Out of this sketc"hy evidence, several very tentative con- 
clusions may be formed for the period 1940-1942: 

a. There was extensive duplication of effort between 

Pers Z S and Goering's "Research'' Bvireau (FA). 

b. There was some sort of official liaison between 

"Research" Bureau and the "Foreign Office", 



Goering * s 
exact nature and extent unknown^ 



c 



On the technical level, 
amount of liaison. 



there was apparently a fair 



working 
of 



d. 



Where both agencies were 
on the same problem, there was some exchange 
information. Where solution was achieved^ there 
frequent exchanges of keys. 

It is not known whether the situation outlined in 
Paras a-c above still held at the end of the war. 



were 



Detailed Lis tin 




o f Pers Z S-FA Collaboration by Countries ; 

Bulgaria . 

A 1940 report from the Pers Z S Bulgarian Group stated 
that Goering^s "Research" Bureau (FA) had furnished them with 
photocopies of two Bulgarian codes -1^6 



145 



D 54, Report ?^5> Page 15. While Dr. 
years of seniority in Pers Z S, 

sufficient 



Brandea had over twenty 
it does not seem that his 



146 



standing in the agency was sufficient to permit him to en- 
gage in liaison of the non- technical^ .policy-f crmational 
type. 

T 2033, Report on Bulgaria, January 1, 1940. 
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England and tho British Empire 
The l5t03?deT5artm©nta ^ 



Ml S3 Ha^en 




the Pers 



er^ a Five-Figure Syste 



English Group, has 



stated that "there ^as no liaison with the "Research" 
Bureau (PA) except on the subject of the Interdepartmental 
Ciphers." Pers Z S did not vork on this cipher after the 
summer of 1942 ^ but received sections of the additive sequences 

from the "Research" Bxireau (PA). 1^7 

b) 

In 



( ORR ) 




CodeJEgO 

February, 19^2, at the request of Senior Specialist 
Waechter of the "Research" Bxjreau (PA), an attempt was 
made to establish contact vlth the '^'Research" Bureau (FA), 
which, did not get beyond a general exchange of ideas* The 
only concrete results were that the "Research" Bureau (PA) 
placed at our disposal a list of appro:almately 50 "B30" 
recovered groups ^ "1^8 

(c) Code B22 

This code, called the Grovernment Telegraph Code, was 

used by the Irish Government for diplomatic communications, 

vltl^ an enclpherment by substitution alphabets. The "Re- 
search" Bureau (PA^ solved the keys used on the Berlin and 

Madrid links In 19^5. Pers Z S took over the keys from the 

"Research" Bureau in 1944.1^9 



3 



France 



aj Code 19 

Mention was made of the Pers Z 3 work in 1941 
10,000 group figure code designated as "19"» The 

lution was achieved by the "Research" Bureau, usi 

tables, which were later turned over to Pers Z S,l 



on a 
first 



so- 




0 



captured 



147 
148 



1.172, rara 13, 14; Dl6, Reports #3 and #4 



149 



Dl6, Report #4, Page 1 

I 172 , Paa?a 11 



150 



D54, Report #8, Page I8 



r 




45 



F 



3 




(h) ita 

There vas a fairly extensive Pers Z S "Research" B\ireau 
(fa) cooperation^ on Italian aystemSj, at least through 19^0. 
The "Research" Bureau Intercept was made available to Pers 
Z S.i5l Prom April, 19393 through 19'^0 there vas a regular 
exchange of encipherment tables. In September 19^0 and 
in November, 19^0 ^ there was a mutual exchajige of book groups 

on two codes, namely "AR 58" and "RA l"ol52 




Poland, 

docutaents indicate that Pers Z S vas receiving 

"Research" Bureau at that time, and 
that both were working on a secondary consular syste 
unnamed, 153 



5 

Two 

Polish intercept from the 



Muel 



(6) 
Dr. 



Sca ndinavia « 

er of Pers Z S stated that he "had some un- 
official liaison vlth the people in the "Research" 
who were working on Scandinavian" ^ but specifies no dates 
for this collaboration- -^5^ 



Biireau 



7 



Smln. 



The 19^2 Pers Z S report from the Spanish Group mentioned 
several Spanish systems on which no work was done and added 
that "the "Research" Bureau held the opinion that machines were 

employed. "155 



8 



Switzerland, 



a ; Swiss Enigma 
In his 1941 report Dr. Brandes mentions solution of the 
Swiss Enigma. Apparently the "Research" Bureau furnished 
Pers Z S with a partial solution, which Dr. Kunze was able to 
complete. Thereafter there was an exchange of keys between the 

two agencies. 156 



151 



T 2252, Annual 



1^ m ^ 

the Italian Group for 19^0. 



I52 



Ibid 



^•^T 2038, Situation Report of the Polish Group, January 



19^1 



15^ 



155 
156 



I 22, Pars 182 

Ibid, Page ^ 



D5^, Report # 8, Page I8 
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1 




9 



(b) 



The 



Three "Letter God e. 
same report mentions a 2304 group^ three-letter 
code In the same report. These tables wre first solved by 
the ^Research^ Bureauj, and later by Pers Z S.157 



(9) Thailand, 

the beginning of 19^2 the Thailand Code wa 
over to the ^^Re search" Bureau for copying. 158 



At 



turned 



(10) Vatican. 



the 



While Pers Z S did soxne vork on Vatican systems, 
19^0 report indicates that most of the idents on Vatican 

s vere received from the "Research" Bureau. ^59 



Code 



syste 

values vere exchanged in 1939 on an unidentified Vatican 
system. 160 



18, Liaison v ith the Signal Intelligence Agenc 
Supreme Command Armed Forces {0;S¥/Ghi 



of the 




a. Cryptographic Cooperat'i o'n 



"Since the Army/ with its military attaches, is dependent 
for transmission of its reports upon the cipher systems 
of the Foreign Office, it has a departmental interest in 
the security of diplomatic systems. It was suggested that 
close cooperation vould be in the mutual interest.*, 
regarding breaches of security in the handling of ciphers. "^ol 



Dr 
of 



This statement, dated February 12, 195^> ^as taken fro 
Paschke's notes. It documents the first known example 
Pers Z-military cooperation^ooking tox^ard an improved cipher 
security • It is not knovn whether the intent and doctrine 
stated here ever advanced beyond the discussion stage. 



157 

158 



Ibid 

DI6, Report # 4, Page 3 



159 
160 

161 



T2252, Annual 
T 93 



DP 17, T32T3^ Page 3 




it5 



The 19^^-19^5 picture shoVs strong Foi-^elgn Office 
(Pers Z) intransigeance in the matter of the Signal Intelli- 
gence Agency of the Supreme Command Armed Forces ^ (OKW/Chl) 
attempt to act as the senior Germ.an agency on all matters 
pertaining to security/ and code and cipher compilation. In 
October, 19^3;. the Supreme Commnd of the Cxerman Armed Forces 
promulgated an order under vhich no code or cipher was to be 
employed in Germany vflthout the prior consent of the Signal 
Intelligence Agency of the Supreme Command Armed Forces 
(OKW/Chl). In August, 19^, ^ special section (Gruppe IV) 
was created to coordinate the vork of all departments in the 
armed forces vhich were interested in cipher matters ,^62 
Prom September^ 19^^^ until January/ 19^5, special bi-weekly 
conferences on security were held under the chairmanship of 
Dr. Huettenhain of Signal .Intelligence Agency of the Supreme 
Command Armed Forces (OKW/Chl). Their purpose was to achieve 
"unity among all German authorities using cipher systems", 
a.nd out of them grew the unofficial Army-Navy-Air coordinating 
committeeol65 While Dr. Huettenhain could state with pride 

that the conference and the committee officially confirmed the 
preeminence of the Signal Intelligence Agency of the Supreme 
Command Armed Forces (OKW/Chi) as the main authority on 
cipher matters, it did not have any real powers. Recommen- 
dations could be made, but there was no obligation to comply. 
Furthermore, only service systems were covered. 

Foreign Office (Pers Z} representatives were invited to 
attend the meetings as guests. Usually Hauthal of the Crypto- 
graphic Section (Pers Z Chi) or Dr. Schauffler attended* Both 
Dr. Huettenhain and Lt, Col. Mettig stated that the Foreign 
Office vent its own way in cipher security. Mettig is author 
of the statement that the Foreign Office "remained aloof and. . 
would not cooperate, as it was not prepared to let other 
authorities see its ciphers". 1^5 Dr. Huettenhain • s statement 



■"■^^I 96,. Page 13 

1 84, Page 4'j I I76, Page 10 

164 

I 84, page 50 



^^^I 96, page 13J 
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■ 

is requoted here ; 

J 

"OKW/Chi vas never allowed to loiow the details of the 

ciphers used by the Foreign Office. He (Huettenhain) 

kne¥ that one- time pads were uaed, and he had one met 

Schauffler and Bauthal. Even toward the end when there 

was a further attempt to centralize security under the 

Signal Intelligence Agency of the Supreme Command Armed 

Forces ( OKlrtT/Chi ) the Foreign Office vould not come into 

line- Selchov strongly opposed^, it, preferring to re- 
main Independent 160 




On the other hand, there is one instance of Foreign Office 
usage of equipment and systems furnished by the Signal Intelli- 
gence Agency of the Supreme Command Armed Forces (OKW/Chi). 
Dro Schauffler noted that the Foreign Office used the Cipher 
Teleprinter (Gehelmschreiber ) . The Signal Intelligence Agency 
of the Supreme Command Armed Forces (OE^/Chi) was responsible 
for the secxirity of this device, having developed it and 
furnished it to the Foreign Office. 1^7 

b. Cryptanalytlc Cooperation « 

The Pers Z S/Signal Intelligence Agency of the Supreme 
Command Armed Forces (OKIftT/Chi) relationships in the crypt- 
analytlc field contrast sharply with the collaboration, or 
lack of collaboration, in the cryptographic field. Both 
organizations considered diplomatic codes and ciphers as a 
primary commitment, with military attache systems as the ex- 
clusive province of the Signal Intelligence Agency of the 
Supreme Command Armed Froces (OKIZ/Chl). Since the Signal Intelll 
gence Agency of the Supreme Command Armed Forces (OEVf/Chi) 
vas junior in the field to Pers S S, a greater degree of 
jealousy and a lesser amount of cooperation might have been 
expected^ Hovever, from available sources it seems clear that 



166 
167 



I 31, Page 15 
I 22 J, Para 115 
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the cryptanalytic collaboration betveen the tvo agencies 
was the most extensive and probably the raost successful of 

all the Pers Z S cooperation ventures. Duplication there 
vaSj and too much of it, but it is probable that this 

duplication vas furthered by the attitude of jealous 

secrecy at the top of Pers Z, and a certain amount of loafer- 
level resentment at the encroachments on a field which had 
once been exclusively in the possession of Pers Z S.l^o 

Keitel, perhaps the most objective of the top leaders 
interviewed by TICOM (but also palpably uninformed on 
technical matters), characterized the Foreign Office. as 
"extremely secretive end jealous about anything their 
bureau produced... . Von Ribbentrop always wanted to keep it 
strictly to himself. "169 Rave, Hierer and Grosse, who were 
on loan to Pers Z S from the Signal Intelligence Agency of 
the Supreme Command Armed Forces, (OKW/Chi) remarked on the 
duplication existing, and commented that Fenner arid Paschke 
worked to avoid it. "Their efforts were not regarded with 
favor by Selchow", who thus appears again in the role of 
obstructionist. 170 Senior Specialist (Oberregierungsrat ) 
Scherschmldt of Pers Z S, a veteran of 25 years cryptanalytic 
service, held a poor opinion of the Signal Intelligence Agency 
of the Supreme Command Armed Forces (OKW/Chi) translations 
in the Turkish field, and thought their i^e suits were dis- 
proportionate to the number of persons involved. ^^l Rohrbac 
of Pers Z S was more than a little scornful toward the loaned 
personnel, characterizing them as having a lower level of 
canabilitv that the regular Pers Z S members. 1' 




168 



See DF 1?^ T5273 



169 



I 145, para yj 



170 
171 



I 22, Para 56 

* 

I 105/ Page 3 



172 



I 22, Para 50 
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Assuming that some duplication and ^some personal 
jealousies did exists the overall picture of the Pers Z 5 
relationship with the Signal Intelligence Agency of the 
Supreme Coramand Armed Forces (OKW/Chl) is reasonably good. 
In the first place. Dr. Paschke and Principal Specialist 
(Ministerlalrat) Penner of the OKW Signal Intelligence 



Agency were old friends, 

175 



tooth having been born in St. 



Petersburg cJ-Y J? By virtue of their positions these men were 
in a position to eliminate a substantial amount of dupli- 
cation and friction. For example^ ¥hen Pero Z S solved a 



new syste 

diplomatic 



which had a traffic content dealing with non- 



raent that he 



atters, it vas handed over to the Signal Intelli* 

gence Agency of the Supreme Command Armed Forces (OKW/Chi) 
for exploitation. 2.7^ In 19^0, after Pers Z S had worked 

on Scandinavian siystems fos* three months, all Scandinavian 
work was transferred to the Signal Intelligence Agency of the 
Supreme Command Armed Forces {OKV?/Chi) .175 

There were exchanges of personnel, the exact extent of 
which cannot be determined* Keitel is author of the state- 

"had put a few people at the disposal of 
von Ribbentrop. » . » at the outbreak of the war • "176 This 
group of people may well have worked on Chinese systems, for 
Schauffler mentioned that at the beginning of the war Chinese 
was taken up again, with the collaboration of 
Intelligence Agency of the Supreme Command Ar 
Chi), which supplied the personnel. ^77 Rave, 
of the Chinese Group vere all Signal Intelligence Agency of 
the Supreme Command German Armed Forces (OKW^/Chi) personnel, 
loaned to Pers Z S in Dece^nber^ 19^5* to assist on Chinese 



the Signal 

ed Forces (OKW/ 
Hlerer and Grosse 



175 




I 172, Para 11 „ It is not intended to imply that Penner 
and Paschke collaborated closely at all times. Questions 
of agency policy must have overridden friendship. For 
example, Fenner did not approve of contributions by Dr, 
Huettenhain to Dr. Schauffler 's reports (I 51, Para 52) • 
The milltai^ are also known to have engaged in a certain 
amoiint of cryptanalytic body- snatching. For example, a 
certain Dt^ Rudolf Kochendoerfer, a leading mathematical 
cryptanalyst imder Dr. Sunze in 19^1, turns up as a cor- 
poral (Obergefreiter) in OKM/Chi in 19^5 o I I76, Page 8 



17^ 

175 
176 

177 



I 22, Para I06 
I 22, Para 182 

I 143, Para 37 
I 22. Para 20 
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the Pers 



Z 



S expert on 



and Japanese traffic. 

U. S« systems vas on one occasion loaned to the Signal 
Intelligence Agency of the Supreme Command Armed Forges 

(OKW/Chl) to vork in their British-American group. IT 

As pointed out in the Introduction, there is some in- 
conclusive evidence that parts of the Signal Intelligence 
Agency of the Supreme Command Armed Forces (OKW/Chi) may 
have been actually housed with Pers Z S. Keitel and 
Schauffler (cf . supra) mentioned a fairly extensive col- 
laboration on CMnese at the beginning of the var. In his 
interrogation Rave might have implied that^, in late 19^5^ 
after the RAF bombings of Berlin^ the Chinese Section of 
the Signal Intelligence Agency of the Supreme Command Armed 
Forces {OS¥/Chi) vas at Im Dol, Dahlem, the Pers Z S ad- 
dress. lT9 

Lt. Col. Mettig stated that, after the bombing, 

"Parts of OlCW/Chi were acdomodated with the Foreign 
Office... . Thusj, in March, 19^5, when OKW/Chi was 

oved to Halle-Kietleben, the equivalent parts of the 
Foreign Office accompanied it. These departments 
vere thence to move to Eilenbiirg. "l8o 

Eilenburg is 10 miles frocj Zschepplin, the final location of 
a large part of -the Pers Z S personnel. An unidentified part 
of Pers Z S was at Halle-Nietleben, and subsequently moved 
on to Zschepplin.lol since the senior member of the OSW/Chi 
group was 1st Lt. Adler^ head of the Japanese Section, it 
might be assumed that the Pers Z S Japanese-Chinese section 
was the "party" mentioned. 



178 



I 22, Para 84 



^T9i 22, Para 52. "Rave had joined the OKW in October, 1941. 
He was first at Tirpit^ufer 72-76 until it was bombed out. 



Dahle 



This same failure to dissociate 



180 
181 



then at Im Dpi, 

Pers Z S and OKW/Chl is apparent in I I50, Page 8, whfere 
Uffz. Beyreuther mentioned Rave and Hierer as OKW/Chi 
lembers, both with military ranks. 

I 96, Page 5 



I-l, Page 7 
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In suimaatlon, it can be said that: 



(1) 



(2) 



The liaison between the Japanese -^Chinese groups 
In Pers Z, S and the Signal Intelligence Agency of 
the Supreme Command Armed Forces (OKW/Chij appears 
to have been extraordinarily close. 
There is some evidence thatj, from November ^ 19^5 j 
until the end of the var, the tvo groups may have 
operated as one. 



In other respects^ the collaboration between the Signal 
Intelligence Agency of the Supreme Command Armed Forces 

(OKW/Chl) vas also satisfactory « Certain problems were tackled 
on a cooperative basis, with a division of work. On the 
American State Department Strip Cipher (^0-2")^ the Signal 

Intelligence Agency of ^ the Supreme Command Armed Forces (OKW/Chl) 
worked on the point-to-point traffic j, while Fers Z S worked 
on the circular traffic ,182 in the, case of the Japanese "Red" 
Machine, Pers Z S worked on traffic from even days while the 
Signal Intelligence Agency of the Supreme Command Armed Forces 
(OKtf/Chl) worked on odd days. 2.83 Results were exchanged* When 
the Signal Intelligence Agency of the Supreme 'Command Armed 
Forces (OKW/Chl) was bombed out in November, 19^5* It seems 
to have made good use of the Pers Z S files until its own 
working material couM be replaced* Tribute was paid by Colonel 
Kettler to the ''good relations, both personal and professional, 
with the^ Foreign Office, which were then of great assistance, "184 

A detailed listing of known examples of Pers Z 5 collabo- 
ration with the Signal Intelligence Agency of the Supreme 
Command Armed Forces (OKW/Chl) follow . 



i82j 
185 



31, Para 52 



I 
It 



31, Para 53 It is worthy of noting that an identical 
odus Vivendi" was in effect from 19^0 to 19^2 between the 
U. S, Array and the U, S, NavyJ This sort of "arrangement" 

out in the U. S. by the 
by the technical people concerned — no doubt the German 

equivalent arrangement was worked out by the corresponding 
people i 



was 



Array 

worked 



arrange 
"practical people" and not 



iS^lp/Sac, June 4, 
January 1, 19^4, 



1945, 



to 



Page 
June 25j, 



3. 0B¥ 
19^4. 



Activity Report for 
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Detailed, summary of 
the Sieiwl IntelllReno 



orcGS COKW/CM 



tanalYtlc collaboi'atlon vlth 




Supreme Command Armed 



(a) • Brazil 

BRAS ^2 . 

This was a partially-alphabetic, five-letter, 82,400 group 
code. After Pera Z S had recovered about 2,200 groups ^ a copy 
of the original book was received from 0KW/Chl,l85 



(b) Engl and and the British Empire . 
..I. The 



epartment Cipher, a five-figure syste 



to Pers Z S.186 




Pers Z S did not work on this system after the suoimer of 
19^2 or early i9'*3. However, OKW/Ohi furnished a copy of the 
captured book and the solved additive sequences 

2. Code B5Q 

This was a rour-figiire, tvo-part code* At the beginning 
of November, 19^2, about 750 groups were turned over to OKWA 

Idents vere also furnished to Pers Z S by 



Chi for copying. 
GKW/Chl.l87 



5. Code B31 
This' 





Sther four<»f Igxire^ two-i)art code (possibly the 
Foreign Office R Code of 19^1 ?)• In August, 19^^ Pers Z S 
turned over about 1500 solved groups to OKW/Chi. Thereafter a 
regular exchange of solved groups vas carried out between the 
two affencies^IS 

gode B22. 

This wag a five-figure, one-part code, known to the British 
as the Government Telegraph Code. It was also used by Eire for 
diplomatic transmissions. Pers Z S gave OKW/Chi all the Irish 
substitution and additive keys on this code. 189 



186 
187 



Report #2 p 3 



I 172, para 13; D 16, Report #2, p 1 

I 

I 172, para l4j D 16, Report #4, p 2 



16, Report #4, p 2 



189 



I 172, para 1^^ 
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4 



(c) 



In Dr-c Paachk© conf erred vlth Penner and Self ert 

of OKW/Chl with reference to initial Pers Z S work on 
Hungarian systeius. It vas agreed that Pers "Z S should work 
on the system designated as, 
not any action was instituted. 190 



U 




It is not known whether or 




Pers Z S apparently considered itself the senior partner 
in the cooperative effort undertaken on Italian systems. The 
1959*19^0 reports from the Italian group mention that Pers Z 5 

had broken the Italian dlplomtic codes after OKW/Chi 
and the Austrian cryptanalytic organization had said the work 
was impossible^ that OK^/Ohi had no success when the exchanges 
of book groups and enciphering tables were temrslnated, etc.l91 
The reports imply that Pers Z 3 considered its collaboration 
with Goering^s "Research** Bureau more fruitful than that with 
OK¥/Chi, although the OKW/Chi intercept was considered to be 
superior ,3.92 At the end of 19^0 OKl^/Chi and Pers Z S exchanged 

book groups on 4 codes, and there was a ciirrent exchange of 

solved encipherment tables. 

There is little information covering the years 1941-1945, 
but Dr* Deubner's statement that "there was close cooperation 
with OKVf/Ohi" on Italian problems is probably correct. 193 

■ 

, . (e ) Japan . 



1 



JB 57 



JE 57 vaa a major Japanese dLiploniatic code. Toward the 

end of 19^1, Pers Z S and OKW/Chi, working independently, solved 

the first daily keys. 19^ , ' 

2. "Red" Machine . 

■ ri ^^^^^ _ ^^^^ 

Pers Z S vorked on the even days^ while OKW/Chl worked on 
the odd days. 195 

190»p 2043. Film 9, Report of the Group Austria-Hungary, dated 
April 4, 1940 



191 
192 



195 



See T225? ; 

T 2252, Annual 

I F 

I 22/ Para I72 
, Pllm 41, 



Italian Group for the Year* 1940 




194d76, 
^95i 51, Para 55 



Japan-Manchukuo-China 



53 



(f) Mexico . 

This five-letter code v&s coEipronilsed vhen OKH/Chi 



turned^ over a photocopy to Pera Z S on Hoveraber 25 
Pers Z S had broken It on the preceding day, 196 



19^2 



Portugal. 
' 205^ 

OKwTChi gave Pers Z S a . photocopy of this flve-flgupe 
code book on December 14, 19^2. Before the compromise, there 
had been a regular exchange of group meanings. 197 

(h) Russia. 

There was no confirmed example of Pers Z S OS¥/Chi col- 
laboration on Russian systems. In February, 195^* there were 
Relchswehr-Pers Z S discussions on Russian military systems. 
Lt. Colonel Mettig stated that "after an unknown date" OKtf/ 
Chi did not work on Russian diplomatic traffic. 198 



(i) Twcke 
Rav^e, Hierer and Grosse said there had 
ation on Turkish" ear It in 1943.199 



n 



some 



196 



Dl6, Report #4, p 5 



197 



1981 95 pas^a 14 



#4, p 3 



199 



I 22, Para 56 
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5) 



1. 



United States of America. 
Co 





vas 
fro 



solved in SeptembePo 1939 
OKtf/Chl in 19^1.200 



ep code (called Al by the State Department) 



A photocopy \fas received 



2. Code B 



There is no direct mention of liaison on this systeirij but 
Pers Z S personnel aj^eaii^'ed to be cognizant of^'fclj^e status of 
solution at other agencies^ including OjKK/Chi.^^^ 

Code B8 



3. 

At 




of June^ 19^1 




J Pers Z S received a copy of this 
code (the Brovn Code) from OE¥/Chi. 

4. "SV" CDiplomatic Strip System 01) 
"In the summer of 1941 Pers Z S received froia OKW/Chi a 
photocopy of the instructions for use , and k series of strips^ 
which deciphered a nximber of messages This appears to have 
been the Strip Device M-138A.203 In the case of one (unidenti- 
fied) U. S. Strip System^, the Signal Intelligence Agency of 
the Supreme Command Armed Forces (OK¥/Chi) vorked on point to 

point traffic;, vhile Pers 2 S ^^orked on circular traffic » 205 

19* 



Liaison with Foreign Cryptanalytic A^encleSo — All 
the Pers Z S personnel interrogated were unanimous in statiiig 
that they had never collaborated in any way with foreign 
Finnish, Hungarian^ Italian or Japanese) cryptanalysts. 

Z S had never been visited by foreign cryptanalysts* 



Pers 



200 



201 



DP 13* Introduction, p h 



202 

203 
20k 



DF 15* pages 5* 8 

F 

DF 15* Introduction, p 4 

DP 15, P 5 

I 51, P 10. "SV" probably Gei- 
System (streif enverfahren) . 



lan abbreviation for Strip 
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Chapter V* Intelligence 



Paragraph 



Summary and Conclusions .20 

Lack of Data on Intelligence in the Interrogations. .. .21 
Handling and Processing Intelligence 22 



5^^ 

Si 



20. 



Summary and Conclusions .-- In summarizing the Pers 
Z S/Porelgn Office org*wii2atlon for intelligence, as opposed 
to its organization for cryptanalysis, the following con- 
clusions seem valid: 

w 

k ^ 
k 

f 

a. The question of intelligence output, isind of organi- 
zation for evaluation and dissemination, vere neglected in 
the interrogations.- 

b. The personnel interrogated about this phase of their 
work, had either forgotten about the principal agency successes, 
or were apathetic and uninformed about the Intelligence value 
of their activities. 



c 



Ko definite information is available as to the dis- 



tribution of the Pers Z S decodes, their intelligence content, 

or their consideration and reception by higher authorities. 

d. The' organization seemed overly preoccupied with 
cryptanalysis as a science, and apparently did not think in 
terms of cryptanalysis as a prime source of intelligence.^ 

21. Lack of Data on Intelligence in the Interrogations . — 
The Pers Z S organization for intelligence, its evaltiatlon 

to have been weak. Pro 



and dissemination, seems to have been weak. Prom von Ribbentrop 
down, f|;hose interrogated could recall little important information 
which faad been obtained from their work. Either there was 
little or no important intelligence in their decodes, or the 
material contained therein was never properly evaluated and fed 
back by higher authorities. The former impression must be erroneous. 



56 



I 

f 

An oi*ganlzatlon vhlch read the Japanese "Red** machine and 
achieved nearly 100 per cent success on Italian diplomatic 
codes ^ must have produced some important intelligence re- 
sults. The ansver to the riddle must be aoijtght elsewhere. 

It may have been the fault of internal organization (or 

lack of organization) for intelligence, or the attitude of 

the organization's leaders. 210 

One lead of potential significance vas overlooked in the 
Interrogations. Until September, 19^1 (and probably later) 
there was a relatively high-ranking Pers Z S official, whose 
responsiblity was the evaluation^ of message content from an 
intelligence point of view. This vas Technical Assistant 
{Wissenschaftlicher Hilfsarbeiter) Priedrlch Miendorff , who 
had seniority in the organization dating. from October, 1919*^11 

There is no mention of Kiendorff in the 19^5 interrogations 
or persoimel lists. In an organization which worked on the 

9 50 countries and was invariably short of 
persoimel, it is doubtful whether a separate evaluation group 
was overly desirable or efficient. However, had Kiendorff 
been available, he might have been able to speak with some 
knowledge of the Sections *s effectiveness as an intelligence 
agency. No attempt was made to cover the work done by Dr 
who was in charge o 



Horn. 

files and personality lists (Archiv) 

umably had some information along these lines. 



22. Handli ng and Processing; Intelligence . — According to 

no intelligence was extracted from the material 



Miss Priedric 

produced, eiiccept such as was necessary to continue reading the 
traffic. 212 Dr. Karstien, on the other hand, stated that the 

selection of material for publication was guided by consideration 
as to its possible intelligence value. This selection was made 

by the group head (Referent) on the basis of knowledge and 

experience . 215 Since Pers Z S apparently never had sufficient 

personnel to allow adequate cryptanalysis, it is probable that 
the group heads never had sufficient time to do a thorough 
analysis of the solved traffic. 

^^^The lntei>i>ogatops also placed little etnphasla on Intelligence « 

and must shasre a piart of the responQlblllty. 
^^^See Anlage 2 to Pers Z 869 Al In TP 24 
I 22 , Par-a 57 

I 22, para 77 
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Miss Friedrlchs and Scherschmldt apparently took pride in 
the careful standards of translation set xcp In the Section. 



Both commented on the rigid practices vhich prevailed in 
Pera Z 5, in contrast to the looser practices prevalent ¥ith 

and Armed 



the Signal Intelligence Agency of the Supreme Co 
Forces (OKW/Chi) , If the pride in careful translation 
evidenced by the above statements be taken in conjunction 
with Miss Priedrichs' statement as to vork tempos, the im- 



pression could be drawn that care and precision in all 
phases of the vork took precedence over considerations of 

urgency (intelligence? ). -.^1^5 

Considering the emphasis laid by Schauff ler and Rohrbach 

on the "Scientific" (vissenschaf tliche ) aspects of their work, 

and considering the strong academic tinge of the group as a 

vhole, one may well wonder whether the Section as a whole 

had not fallen into that error of thought vhich may too easily 

dominate a cryptanalyst * s works viz^j that cryptanalysls, an 

abstract science and the principal element in signal intelligence, 

lay become an end In itself, and that the raison d'etre of 

cryptanalysis- the production of intelligence -may be obscured 
by these considerations. 

a. Lack of Recocnltion bv Higher Authorities. 



if cryptanalysts are not 



This tendency can be magnlf le 
kept constantly aware of the meaning and slgnifance of their 
products, the Importance of key messages, €uid the action taken 
by other authorities on the strength of cryptanalytic information^ 

In this important respect the Pera Z S organization seems to 
have been deficient « Dr. Earstlen^s somewhat cynical statement 
that there was no official recognition of the work done by the 
organization is coimtered in part by Paschke^s letter of coi 
lendatlon from von Welzsaecker for his Italian work, and the 

War Service Cross (KVK II) which was awarded to Dr. Rohrbach. 
These were probably isolated instances. Miss Frledrlchs stated 



I 22, Para 358j I 103, 
or obscure passages. 



Para 2. i.e. omitting corrupt groups 



23 



5„ 



There was no sense of urgency in the office, deciphered 

lessages were not transmitted by teleprinter to their 
recipients." I 22, Para 37 
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that there had been no evidence of appreciation of the work 
done by the organization. 



^Prom time to time copies of messages issued had been 
returned to them bearing a stamp indicating they had been 
seen by the Fuehrer. Otherwise, no indication of the 
importance attached to their work had ever penetrated to 
the level at which she worked. "2l6 



■I- 

If higher authorities did not tell the cryptanalysts that their 
work was of significant importance it is not to be wondered that 
the technicians felt their work ignored and withdrew more and 
more into their own world of two-part codes and enciphering 
tables. 

b. Attitude of the Pers Z S leaders . 

Some"responsiblity for the falliire to disseminate in- 
ternally information concerning successes must be assigned to 
the Pers Z S leaders » Selchow has already been characterized 
as a "competent administrator, who tinderstood little about 
cryptography, and was content to let the heads of the sub- 
sections run their affairs as seemed best to them?217 Paschke 
and Miss Hagen knew more about message content than did junior 
personnel. 2xo Miss Priedrich stated that there was little 

encouragement given to the communication of results inside the 
organization by junior members, who were encouraged to mind 
their own business. 219 Apparently the Pers Z S leaders knew 
in a general way of their successes, but denied this informiation 
to the jxmiors who most needed the encouragement. It is possible 
of course, that there was little of great importance in the 

Systems which Pers Z S read, but this seems scarcely credible. 
In all probability, the Pers Z S leaders were just not "intelli- 
gence-minded." They were cryptanalysts, they thought primarily 
in terms of cryptanalysis, and intelligence was to them a by- 
product of their work. 



216 

217 
218 

219 



I 22, Para 36 



I 22, Para 55 

See I 22, Paras I07, IO8, IIO5 I 27, Paras 3, 4. 
I 22, Para 59 
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Handli 



and Processl 




of Decodes. 



Information dealing with the aaslgninent of missions is 



also limited. 



Instructions from von Ribbentrop were invariably 

and solely concerned with the subject 

He did not 



of a general nature, 

matter of intelligence- Poland or the invasion, 
concern himself with the details of systems. Selchow 
usually dealt direct with von Ribbentrop and did not go 
through Schroder or von Weizsaecker. To further confuse the 
issue of mission assignment. Miss Hagen stated/ that she 
received her Instructions direct from the "Secretary" (Under- 
secretary Steengracht von Moy land). 221 

The distribution given to decodes is not known. The 
evidence is inconclusive even on the question of distribution 
within the Foreign Office. According to Dr. Paschke, von 
Ribbentrop "read only about 20-^0 per cent of the material 

produced. His secretaries, Veber and von Loesch, selected 
these for him, "222 At one point in his interrogation von 
Ribbentrop stated that the selection of decodes for his own 
personal perusal was made by Inspector Schmidt. He saw 
between one and four items a day, or less. 223 His principal 
assistant J Steengracht von Moyland, or one of the secretaries, 
determined what distribution should be made outside the 



Ministry. 

other ite 



Steengracht also drew his attention to certain 
S.224 If all these statements be taken at face 



value, at least five persons were Involved in determining the 
distribution of decodes, with the consequent disadvantages of 
divided responsibility and possible loss of continuity. 

Nor IB it known where and how the Pers Z S intelligence 
was Integrated into the total intelligence picture. All the 
top personalities Interrogated at Nuernberg agreed that there 
was no central clearing house for intelligence at the top, and 
that this was unfortunate. There is some evidence that, due to 

the same decode mlsht be 



the lack of high level coordination, the same 
passed to a ministry from two or three soxirces. 

220j Par. 5 

^^■'•I 172A, Para I8 

I 172B, Para 9 

^^^I 143, Para 4? 
22^1 145, Para 48 



light 
Keltel did 



hot 
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I 



state whether or not he received all the Pers Z S decodes. 
Jodl knew In a general way of the Foreign Office achleve- 
lenta, but did not receive the Pers Z S output o 225 Where 

a message solved by the Signal Intelligence Agency of the 
Supreme Command Armed Forces {OKW/Chl) was not also in the 
hands of the Foreign Office, then a copy of the decode (VN) 
was passed to them « 226 Keltel also pointed out that the 
Foreign Office were 

h 

"extremely secretive and jealous about anything their 
bureau produced. If^ by any change, Keltel produced direct 
to Hitler an OKW/Chl diplomatic decode and did not pass 
it via the Foreign Office, they became extremely annoyed* 
Actually, this happened very rarely* "227 

■ ^ 

■ 

m 

No tnentlon Is made of decodes exchanged between agencies for 

technical purposes, and decodes exchanged vlth agency heads 

to be used for Intelligence piarposes. 



I 143, Para 6 

226 1, 145, Para 57 

227 I 145 Para 37 
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Chapter VI. 



The Cryptographic Section of the 
German Foreign Office (Pers Z Chi) 



Paragraph 



History and Personnel. 23 

Cryptographic Work « • . 24 



L > 



25. History and Personnel . — Little la known from TICOM 
sources concerning the history, strength and activities of 
the Gertnan Foreign Office Cryptographic Section (Chif frier- 
dlenst des Referats Z in der Peraonalantellung des Auswaertlgen 
Amtes, abbreviated Pers Z Chi). It was responsible for the 
compilation, preparation and distribution of the codes and 
ciphers used by the German Foreign Office, as well as the 
cryptographic security of these systems. In the matter of 
security, senior personnel from the Cryptanalytlc Section 
(Pers Z S) assisted the Cryptographic Section (Pers Z Chi) 
as consul t€uits. 25^ The Cryptographic Section was latterly 

{1945-1945) under the head of Senior Specialist {ORR) Horst 
Hauthal, Its previous head, a Senior Specialist (ORR) Langlotz, 
died in 1943.255 At the end of the war, when Pers Z S 
evacuated from Berlin. Pers Z Chi remained behind^ No 



war, 

Berlin, Pers Z Chi remained behind 
of the organization was found by TICOM personnel. 



was 
trace 



24. 



tographlc Work> — Dr. Paschke, a consultant on 
security, remarked that the Gtermans were con- 
vinced that their systems were cryptographically securec236 



cryptograp 



234 




236 



I 172B, Page 7; I 22, Para 8 
I 22, Para 70 

F 

k 

I 22, Para 118 
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systems, 
pllatlon 
used for 



It is possible that this attitude of complacency was responsible 
for some of the Anglo-American successes against Foreign Office 

Pers Z Chi must have been responsible for the com- 
of the "Deutsches Satzbuch" and the additive systems 
its enciphermentj all of which were read by Anglo- 
American cryptanalysts. One of the additive systems was theo- 
retically a "one-time pad" system, but was insecure because 
the additive used was predictable. This was the GEE additive 
{ASA trigraph) printed on the Number Printer (Numerierwerk) 
described in Volume 2- of this paper. An inspection of both 
recovered and captured daily key tables (Tagesschluessel) used 
ix} enciphering the indicators in the "Ploradora" (ASA trigraph 
DEC) additive system indicates that thase key tables may have 
been made up by a machine sirailiar to the Number Printer (Numer- 
ierwerk). There is no indication as to how the text additive 
itself was generated. 

The Cryptographic Section seems to have been interested 
in improvements for the Enigma .machine » In February^ 19^2, 
Schauffler and Hauthal discussed the construction of a new 
cipher machine with Willi Korn^ chief engineer of the Enigma 
firm of Heim&oeth and Rineke, Berlin. It was to be called the 
Machine h2 (Maschine 42) and was In effect an Army plugboard 
Enigma with three additional rotors inserted in front of the 
plugboard. The machine never passed the theoretical develop- 
ent stage because of engineering and procurement difficulties. 2 

So far as is known from TICOM sources, the Foreign Office 
Cryptographic Section did not collaborate with any other German 
cryptographic agency. Schauffler and Kauthal attended the 
1944-1945 meeting of the imofficial Army-Navy-Air coordinating 

committee on cryptographic security, which were held under the 
auspices of the Signal Intelligence Agency of the Supreme 
Command Armed Forces (OSW/Chi). A plugboard Enigma with a 
printing attachment, bearing the German Foreign Office label, 
has been captured, indicating that the military style Enigma 
was used for Foreign Office commimicatlons. It also used the 
llitary style cipher teleprinters. 2: 



2?7 
258 
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Tab A 



Aler 1st Lt. Chief of Subsection V13 of OKW/Chi 

Japan, China) 

Administrative Section • 




for personnel 



Pers Z Gen. 

and administrative 

incl. Pers Z 



Section responsible 

for all 



problems 

Pers Z Chi & Per 



ASA 



Office Z Branch, incl. Pers Z S, 

Army Secvirity Agency 

.Prime Minister of Italian Groveriiraent 



(US) 



Foreign 
Z P. 




Badoglio ,Marshal 

September/ 19^3-19^5 
Benzing, Dr. Johannes Specialist (RR).Cryptanalyst. Head of 

Pers Z S group for Kear Eastern languages. ^ 
Beyreuther, Heinz, Sergeant (Uffz)» Former cryptanaiyst' in ^ 

Japanese Subsection at OKV/Chi 
Brandes, Dr. Wilhelm, Senior Specialist (ORR). Cryptanalysto 

Head of Pers Z S group for Prance, Belgium, Holland, 

Switzerland. 

Buggisch, Dr. Otto,s/Sgt (Oberwachtmeister). Cryptanalyst. 

OKW/Chi. Formerly vith Inspectorate t/VI 
Burgscheldungen. German village in Kreis Querfurt, Thuringia. 

Location of part of Pers Z S April/May, 19^5- 
unlcatlons Section. See Pers Z P. Section in Z Branch, 
Foreign Office, vhich was responsible for Foreign Office 
communication networks, including telephone, teletype and 
radio. 1945 head was ORR Hoffmann (Funkreferat) o 

See Pers Z S. Crirotanalvtlc Section in 



Comi 



Cryptanalytic Section. 

Z Branch of the Ger 



Cryptanalytic 

Sender dienst 



des 



.n Foreign Office. 
Referats Z in der Personalabteilung des Auswaertigen Amtes). 
Cryptographic Section. See Pers Z Chi. Foreign Office Section 

in Z Branch responsible for preparation, compilation, 
distribution and security of Foreign Office codes and 
ciphers. 19^5 head was ORR Bauthal (Chiffrierdienst des 
Referats Z in der Personalabteilung des Auswaertigen Amtes). 
Translations. "Annual Reports of the (Pers Z S) Group 
British Empire, Ireland, Thai, Portugal, Spain and 
Latin America." A TICOM Publication. 



DI6 



D5^ 



Translations of various Z S reports dealing with work on 

French, Belgian, Dutch, Swiss and Rumanian systems). 



6k 




3 



De ubner 

Deputy to Dr. 



Otfrled, Technical Asst. (WHA), Cryptanalyst. 

Paschke In Pers Z S Italian- Gr3?eek- USSR 



group; 

DF 17 "Miscellaneous Iteins from the Piles of the Gearaian 

Foreign Office," A translation of 5*3275 and TI65.; A 
TICOM Publication^ 



Doenltz, Karl, Admiral. 



Head of German Admiralty, 
head of German govt. April/iyiay/1945, 

Penner, , Principle Specialist (Minis terlalrat). 

Head of Section IV of OlCW/Chl. 

Technical Asst. (WHA). Pera Z 

Karstien in Slavonic 



Briefly 



analyst 



Crypt- 
S 



Prledrlchs, Miss Asta^ 

cryptanalyst • Deputy to Dr . 

langviage section, leading female personality in Pers Z So 
GerstBjeyer, Dr. Liaison Officer from Goering's "Research" 

Bureau (PA) to the Foreign Office. 
Orosse, Sr.,Arth\ir. Pers Z S cryptanalyst, Chinese and Japanese 

language group. On loan to Pers Z 5 from OK¥/Chl. 
Grunaky, Dr. Helmut^ Technical Asst. (WHA). Pers Z S cryptanalyst 

Group head in Dr. Kimaie^s mathematlcal-cryptanalytlc 
Subsection. 



Hagen, Miss Ursula, Technical Asst. (WHA.). Pers Z S Cryptanalyst. 

Head of language group England, Ireland, Spain, Portugal ^ 
and Latin American countries. 
Uauthalj 

Chi 



Horst, 
1945. 



Senior Specialist (OBR). Baed of Pers Z 



\ 



Hermsdorf . 



Location of Pers Z S 



Village in Silesia. 
Mathematlcal-cryptanalytlc Subsection 12/43-3/45 « 

On loan fro 



Hierer, Edgap, Minor Peps 2 S cryptanalyst. 

OEtf/Chl to Japanese-Chinese language group. 

Hirschbers . Village in Rlesengebirge. Location of part of 

Pers 2. S 12/45-5/45. 
Hoffmann, Ernst, Senior Specialist (ORR). Head of Pers Z P 

1945. 

Horn, Prof. Dr., Technical Asst. (WHA). In charge of Pers 

files and records (Archiv) 1945. Not captured. 

Huehnke, Miss Dr. Annelise, Technical Asst. (WBA). Pers Z S 

cryptanalyst. Group head in Mathematical-cryptanalytlc 
Subsection. 

Huettenhain, Dr. Erich. Chief cryptanalyst for OKW/Chi fro 

1957. 



65 



1-1. Final Keport of TICOM Team 5 on the Exploitation of 

Burgscheldiingen, dated June 3, 19^5* Later canceled as 
I-l, and renumbered as a Team Report. A TICOM Publication 

1-22, "Interrogation of German Cryptographers of the Pers Z S 

Department of the Auswaertlges Amt. " A TICOM Publication. 

Ir25. "Interrogation of Five Members of the KUd/iPorschungsamt 

at Schloss Glueckaburg, near Plensburg, on 15th and 21at 
June 19^5." A TICOM Publication. 

1-27. "Preliminary Interrogations for Praeulein Hagen, Head of 

the English Section of, Pers Z S, Auswaertlges Amt. ** A 

TICOM Publication. 
I-3I. "Detailed Interrogations of Dr. Huettenhain, Formerly 

Head of Research Section of OKW/Chi/ 18-21 June, 19'^5. 
A TICOM Publication. 



1-5*. 



Rm/ 



A 



1-65. 



"Second Interrogation of Five Members of the 

Porschungsamt. " A TICOM Publication. 

1-58. "Interrogation of Dr. Otto Buggisch of OKW/Chi, 

TICOM Publication. 

"Interrogation Report on ORR Herrmann Scherschmidt of 
' Pers Z S Auswaertlges Amt." A TICOM Publication. 
1-8^. "Further Interrogation of RR Dr. Huettenhain and Sdf. 

Dr. Pricke of OKV/Chi." A TICOM Publication. 
1-89. "Report by Dr. H. Rohrbach of Pers Z S on American 

Strip Cipher." A TICOM Publication. 
1-96. "Interrogation of Oberstleutnant Mettig on the Organi- 
zation and Activities of OKW/Chi." A TICOM Publication. 
I-I03. "Second Interroga:tion of Reg. Rat Herrmann Scherschmidt 

of Pers Z S Auswaertlges Amt on Ttirkish and Bul^rian 
systems." A TICOM Publication. 
l-VVJf. "Report on the Interrogation of Five Leading Germans 

at Nuremberg on 27 September, 19'^5 {Jodl, Keitel, Doenltz, 
Goering, von Ribbentrop ) . " A TICOM Publication. 
1-147. "Detailed Interrogation of Members of OKM 4 SKL III 

at Plensburg." A TICOM Publication. 

"Report by Uffz.^ Heinz Beyreuther on the Organization 

A TICOM Publication. 



1-150. "Report by 

of OKW/Chi." 

1-162. 



"Report on 

Porschungsarat 

Publication. 



Interrogation of Kurt Sauerbier of 
held on 51 August, 1945." A TICOM 



R114/ 
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1-172, interrogation of Hagen and Paschke of Pers Z S. 

' A TIOOM Publication. 
Jodl, Alfred, General • Chief of the Armed Forces Operations 

Staff. 

Karstien, Dr. Bana-Heldrun^ Specialist (RR). Pers Z 3 

cryptanalyst. Head of Slavonic langiiage group. 
Kasper^ ..... Dr., Specialist, (RR). Pers 2 S Cryptanalyat. 

Head of Rumanian language group. Wot captured. — 
Keitel, Wilhelin, Field Marshal . Chief of Staff, Supren» 

Command Armed Forces (OKtf)* / / 

Kettler, Hugo, Colonel. Chief of OK¥/Chi 1943«19'^5. 
Kochendoerfer, Dr. Rudolf, Corporal. Mathematical cryptanalyst, 

formerly vith Pers Z S, latterly corporal vith OKtf/Ohl. 
Krug, Hans-Georg, Technical Ass (WHA). loB.M. machine 

expert in Pers Z S. 
Kunze, Dr. Werner, Senior Specialist (GRR). Head of Mathematical 

Cryptanalytic Subsection of Pers Z S. 
Lehmann, Dr. Bruno « Cryptanalyst, Former head of Greek 

language group in Pers Z S. 
von Loesch, Karl Heinrich. Secretary to Foreign Minister von 

Ribbentrop. 

Menning, Wllhelra. Deputy head of Pers Z S Rumanian language 

group. Kot captured, 
Mettig, Lt. Colonel. Second in command of OKW/Chi, 

- I2/45-I945. 
von Moyland. See Steengracht^ 

Muehlhausen* Location of elements of Pers Z S 19^5- 

Mueller, Dr. Hans-Kiart, Technical Asst. (WHA). Cryptanalyst. 

Head of Pers Z S American-Scandinavian group 19^5* 
Niendorff, Frledrlch, Sen! a* Specialist (ORR) In charge of 

Pers Z S intelligence evaluation 19^1 „ Hot captured. 
Olbricht, Dr. Peter, Technical Asst. (WHA). Cryptanalyst, 

Pers Z S. Deputy head of Japanese -Chinese language group. 
Oschmann, ...... Captain. Later Major. Head of Chiffrlerab- 

teilung In Relchswehrmlnisterium 1952-3^. 

r ■ - * ■ * 

> T ■- ■ 
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\ 



I 

Pann^ltz, Miss Dr. Erilca, Technical Asst. (WHA). Cryptanalyst 

In Pers Z S. Group head in MathemaMcal-Gryptanalytic 
Subsection* 

Paachke, Dr. Adolf ^ Senior Specialist (ORR). Pers Z S 

Cryptanalyst. Head of Lingulstic-Cryptanalytic Subsection 
Specialist in Italian. 

Patzig^ ...O.J Lt. Commander (Korvettenkapitaen) . Tfaknovn. 

Connected with Chiff ierabteilimg, Reichswehrministeritu 

195^. 



Pers Z 

Pers Z 



Chi. 
P. 



See Cryptographic Section, German Foreign Office 

See Communications Section, German Foreign Office. 
German name unknown. 2 Branch administrative 



Pers 



Pers Z Gen, 

Section, German Foreign Office. 

Z S. See Cryptanalytic Section, German Foreign Office. 
Rave, Kurt. Minor Pers Z S cryptanalyst. Worked in Japanese- 
Chinese group. Loaned to Pers Z S by OEW/Chi. 
Ribbentrop, Joachim von. Foreign Minister. German Foreign 

Office. 

Rohrbach, Prof. Dr. Hans, Pers Z S cryptanalyst. Group leader 

in Mathematloal-Cryptanalytic Subsection. 

Roy, , Senior Specialist (ORR), Head of Pers Z Gen 19^5- 

Sauerbier, Kurt. Cryptanalyst, head of Section 9-c, Main Sec- 
tion IV (Agent systems) in Goering^s "Research" Bureau. 

Schauffler, Dr. Rudolf, Senior Specialist (ORR). 

analyst and probable head c^f Pers Z S. 

Scherschmidt, Dr, Hermann, Senior^ Specialist (ORR). Pers Z S 

cryptanalyst. Head of Turkish language group. 

Schlmmel, Pers Z S ci^tanalyst. Head of 

UnJaiown 



Senior crypt 



Yugoslav 



Schmidt, , Inspector. 



Head 



group 

Probably Chief interpreter 

in German Foreign Office. 
Schrader, Miss Hildegarde, Technical Asst. (WHA). Pers Z S 

cryptanalyst. Deputy head of French, Dutch, Belgian and 

Swiss group. 

Schroder, , Ministerial Director (Mln. Dirigent). 

of ipaln Section IV (Codes and Ciphers) in Goering's 
"Research" Bureau. 

Schroeter, Dr. Karl, Technical Asst. (WHA). Pers Z S crypt- 
analyst. Group leader in Mathematical-Cryptanalytic 
Subsection. 

Schultz, Klaus, Technical Asst. (WHA). Pers Z S cryptanalyst. 

Group leader in Mathematical Cryptanalvtic Subsection. 
Schvaeger, , Principle Specialist (ORR). Civil Servant, 

in charge of budget preparation in German Foreign Office. 
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Selchow, , Minister (Oesandte) Head of Z Branch (Crypt- 
analysis, Cryptography, Conmiunicatlons) in the Gferman 
Foreign Office. 

Steengracht von Moyland. Pormer ADC to von Ribbentrop. 

Succeeded von Weizaaecker as Undersecretary in the 

Foreign Office May 1^ 19^5. 
56. Reports of the A Group. Reports and Studies by the 



T 



T 



T 



T 
T 
T 
T 



T 

T 
T 
T 
T 



T 



T 



American Group of the Cryptanalytic Section of the 
German Foreign Office 1919-19^2. 

76. Situation Report of the Manchurian Group Beginning 19^1 
Notes and Reports on Japanese Cipher Systems 1919-19^1* 

197. Unidentified Pers Z S Document covering vork on 
Chinese. 



427. 

1062 
106 
1068 . 



T 107^. 
1077. 
1169. 



Chinese SA* -E^lP^omatic Traffic (Film 10). 
Partially Reconstructed 5A code Afgh(anl8tan) 
Afghanistan !Urafflc 1939-19^^. 

Afghan Traffic 1959-19^^. 



1. 



1941 Traffic and Worksheets- Iraq. 
Washington - Addis Ababa Traffic, 



19^5. 



1170. 



Chinese Diplomatic Traffic and Decodes. 

Old Material on BHH (abc)- Chinese. 



1172. 
203,8. 



Chinese diplomatic traffic and explanation of syste 
Report on Polish Systems as of January 1, 19^1. 

Report on the Pollsh-Bulgarian Group, dated A\ig. 13, 1941 
Report on Jugoslavia at Beginning of year 19^1. 
2043. Report of the Group-Austr la -Hungary, dated April, 

1940. 
2050. See D 54. 

2052. Various Reports from "Gruppe Lehmann, " the Pers Z 3 
Greek group 1939-1940-1941. 

Report of the Italian Group for the Year 1940. 

3273. See D P 17. 




T 

T . 

Tranow, , Senior Specialist (ORR). Principal GAP crypt- 
analyst in Signal Intelligence Agency of the Supreme 
Commander, German Air Forces. 



69 



Weber^ Foreign Office Privy Comicillor, Secretary to 

von Ribbentrop 

Veissaecker, Ernat von* Former Undersecretary in German 

Foreign Office. In 19^5 appointed Minister to the Vatican 
Willielm Wander Schule. School' buildiiag in Herrasdorf (Silesia), 

location of the Pers Z S Mathemattcal-Cryptanalytic 

Subsection 12/43- 
Sastrowo, Karl, Technical Aast. (WHA). Pers Z S cryptanalyst. 

Expert on U» S. systems. - 
Zschepplin. Village in the Delltsch-Ellenburg-Leipzig area. 

Location of part of Pers Z S April, 19^5* 
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APRIU 1945 



FOREIGN OFFICE 
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PERSOIMNEL BUREAU 

iABT I] 




(I 



1 



II 2 M 



BRANCH 
DPERS Z] 



^ 'tr 



lADMINlSTRATlVE SECTION: 
; CPERS Z GEND j 



THEORETICAL 
RESEARCH SUBSECTION 

(ALSO PUBLICATIONS, ORIENTAL 

LANGUAGES, ADVICE ON CRYPTO- 
GRAPHY 1 

ORR DR SCHAUFFLER 



I 







LEGEND 


A A 


s 


AUSWAERTIGES AMT 


ABT 


s 


ABTEILUNG 


FRL 




FRAULEIN 


ORR 


a 


OBERREGIERUNGSRAT 


PERS Z 




PERSONAL Z 


PERS Z CHI 




PERSONAL Z CHIFFRIERDIENST 


PERS Z F 




PERSONAL Z FUNKWESEN 


PERS Z GEN 




PERSONAL Z GENERAL 


PERS Z S 


o 


PERSONAL Z SONDERDIENST 


RR 




REGIERUNGSRAT 


WHA 




WISSENSCHAFTLICHER' 






HILFSARBEITER 






SUBSECTIONS OF PERS Z CHI 






UNKNOWN 






REPRESENTS LIAISON ON CRYPTO- 






GRAPHIC SECURITY 


TOTAL PERSONNEL - ESTIMATED AT 200 



t- 



fr 
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c--fh — 



CRYPTOGRAPHIC SECTION 
C PERS Z CHI 3 



CRYPTANALYTIC SECTION 
C PERS 2 S 3 



I 

i 
I 



1^ 



J 



I" 
i 

i 



3 

V 
r 



LINGUISTIC SUBSECTION 
ORR DR PASCHKE 



FRANCE, BELGIUM 
HOLLAND, SWITZERLAND 

RR BRANDES 
WHA FRL SCHRADER 



R EMPIRE. IRELAND 
SPAIN. PORTUGAL. 
SAMERICA, 51AM 

WHA FRL HAGEN 
WHA FRL WERNICK 



P 



JAPAN 
CHINA, MANCHUKUO 

ORR SCHAUFFLER 
WHA DR OLBRICHT 



US.SR, ITALY, GREECE, 

VATICAN 

\ ORR 
WHA DR 



lj|> 



PASCKE 



DEUBNER 



RUMANIA 



RR DR 
WHA 



KASPER 
HENNING 



U. S. A., SCANDINAVIA 

WHA DR MUELLER 
WHA ZASTROW 



TURKEY 

ORR SCHERSCHMIDT 
WHA BURGHARD 



15LAV1C STATES CEXCEPT 
f US.SR3 LATVIA 

LITHUANIA 

RR DR KARSTEIN 
WHA FRL FRIEDRICHS 



IRAN, AFGHANISTAN 
ARABIAN . STATES 

RR DR BENZING 
WHA DR SCHIMMEL 



LlBfjlARY a FILES 

WHA OR HORN 



a 



' TOP ocon cT 

I 



COMMUNICATIONS SECTION 
CPERSjZ FD 



MATHEMATICAL SUBSECTION 
ORR OR KUNZE 



4^ 



1/ 



I. B. M. 



WHA 



KRUG 



(UNKNOWN) 

PROF DR ROHRBACH 



if" 



(UNKNOWN) 

WHA OR GRUNSKY 



(UNKNOWN) 

WHA KLAUS SCHULTZ 



WHA 



(UNKNOWN) 

FRL DR HUEHNKE 



( UNKNOWN ) 



WHA DR SCHROETER 
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